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External Supplier Control 
Requirements 
 

Logical Access Management (LAM), 
Information Classification Handling (ICH) 
and Records Management (as applicable) 
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Control 
Area 

Control Title Control Description   Why this is important 

Governance and 
Assurance 

Roles and 
Responsibilities 

The Supplier must define and communicate roles and responsibilities 
for Information Risk Management (“IRM”) (Logical Access 
Management, Information Classification and handling and Records 
Management as applicable). These must be reviewed after any material 
change to the Supplier’s operating model or business.  

Key roles must include a senior executive, accountable for IRM and 
Records Management. 

IRM and Records Management require high-level sponsorship in 
order to ensure that controls are designed, implemented, and 
operated effectively.   

Ongoing monitoring is necessary to provide senior management 
with assurance over the design and operation of information risk 
controls. 

Information Risk 
Reporting 

Documented controls and processes must be in place to ensure 
Information Risk Incidents are reported and managed. 

 

IRM and Records Management Incidents and information breaches 
should be responded to by the Supplier and reported to NBC Tanzania 
immediately. An incident response process for timely handling and 
reporting of intrusions involving NBC Tanzania Information and/or 
Services used by NBC Tanzania should be established. 

The Supplier must ensure that identified remedial actions following an 
incident are addressed with a remediation plan (action, ownership, 
delivery date) and shared and agreed with NBC Tanzania. 

On-going 
Monitoring 

The Supplier must regularly and in any event not less than once in every 
calendar year, measure, review and document its compliance with this 
Schedule. 

Adherence to 
local legislative 
and statutory 
requirements 

The Supplier must ensure that IRM and Records Management related 
legislative and statutory requirements which apply to the jurisdiction in 
which the Supplier operates are appropriately documented and 
complied with.   
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Control 
Area 

Control Title Control Description Why this is important 

Education and 
Awareness 

New Joiner 
education and 
awareness 

The Supplier must ensure that all new Supplier Personnel, within a 
reasonable time period, complete training which ensures they 
understand their IRM and Records Management roles and 
responsibilities. 

To ensure that all Supplier Personnel understand their 
responsibilities in relation to IRM and Records Management.  
This will help to prevent the Supplier from inadvertently exposing 
information to avoidable risks. 

On-going 
education and 
awareness 

The Supplier must ensure that once a year all Supplier Personnel 
complete mandatory training ensuring that they are aware of their IRM 
and Records Management roles and responsibilities. 

Information 
Classification 
Risk 
Assessment 

Information Risk 
assessment 

The Supplier must assess the risks to which NBC Tanzania Information 
Asset Types may be exposed.  The risks considered must be informed, 
at a minimum, by the threats and leakage channels listed in Appendix 
A: NBC Tanzania Risk Assessment Minimum Requirements, Tables 1 
and 2 

If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Information Risk 
gap analysis 

The Supplier must perform and document a risk assessment to 
determine whether Information Asset Types are appropriately 
protected, taking into account the value and sensitivity of the 
Information Assets. All risks, including their likelihood and consequence 
should be documented. 

Information risk 
gap remediation 

The Supplier must ensure that identified remedial actions following an 
assessment are addressed with a remediation plan (action, ownership, 
delivery date) for each gap identified and shared and agreed with NBC 
Tanzania. 

Information Risk 
assessment 
review 

The IRM risk assessment must be reviewed: 

a. if new types of Information Asset are created or 
introduced, and 

b. At least annually, but a greater frequency may be 
required (if for example a new threat emerges). Note A 
full risk assessment is only required if the Supplier’s risk 
environment has changed significantly 
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Control 
Area 

Control Title Control Description   Why this is important 

Information 
Classification 
Acceptable Use 
Requirements 

Acceptable Use 
Policy 

The Supplier must produce and publish Acceptable Use Requirements 
informing Supplier Personnel of their responsibilities.  
 
The Supplier must take appropriate steps to ensure compliance to the 
Acceptable Use Requirements. 

If this requirement is not implemented then it may result in NBC 
Tanzania Sensitive Information being vulnerable to unauthorised 
modification, disclosure, access, damage, loss or destruction, 
which may result in legal and regulatory sanction, reputational 
damage, or loss / disruption of business. 

Information 
Classification 
Identification 

Information 
Owners 

The Supplier must nominate a contact to be the liaison with NBC 
Tanzania on information classification and handling matters, to ensure 
Information Assets are identified and have an Information Owner. 

Information risk cannot be effectively mitigated without identifying 
the information and its owner. 
 
If this requirement is not implemented then it may result in NBC 
Tanzania Sensitive Information being vulnerable to unauthorised 
modification, disclosure, access, damage, loss or destruction, 
which may result in legal and regulatory sanction, reputational 
damage, or loss / disruption of business. 

Information 
Classification 
Information 
Asset 
Classification 
and Labelling 

Information 
Classification 

The Supplier must apply the NBC Tanzania Information Classification 
Scheme (Appendix B, Table 1) to all Information Assets held or 
processed on behalf of NBC Tanzania, or an agreed alternative scheme. 
 

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania Sensitive information is restricted to 
those who should be allowed to access it (confidentiality), 
protected from unauthorised changes (integrity) and can be 
retrieved and presented when it is required (availability). 

If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Information 
Labelling 

The Supplier must, where feasible and appropriate to do so, label 
Information Assets in accordance with the requirements of the NBC 
Tanzania Information Classification Scheme (or the agreed alternative 
scheme).  
 

• Feasible refers to the practicability of labelling – can the 
Information Asset actually be labelled?  For example, it is 
feasible to label a document, but infeasible to label a 
database. 

• Appropriate refers to the benefit of labelling balanced against 
the associated cost.  For example, it would be inappropriate 
to label a document if doing so would breach regulatory anti-
tampering requirements. 

• If there is a requirement to use non-standard labels (i.e. any 
label not in line with the agreed Classification Scheme 
scheme), this must be agreed with NBC Tanzania.  
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Control 
Area 

Control 
Title 

Control Description   Why this is important 

Information 
Classification 
Information 
Asset Protection 

Information 
Asset protection 

The Supplier must handle Information Assets throughout their lifecycle 
in accordance with their classification and handling requirements (See 
Appendix B, Table 2).  

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania Sensitive information is restricted to 
those who should be allowed to access it (confidentiality), 
protected from unauthorised changes (integrity) and can be 
retrieved and presented when it is required (availability). 
 
If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Secret and 
confidential 
Information  
handling 
requirements 

The Supplier must ensure that recipients and users of Secret or 
Confidential Information, or equivalent information based on the 
Information Classification Scheme used by the Supplier are made aware 
of any specific handling requirements applicable to the asset, if such 
requirements are not already conveyed through labelling.   

IT system 
protection 

Secret or Confidential Information Assets  must not be stored, 
processed  or shared by IT Systems which do not offer the level of 
protection required by this Schedule, particularly with respect to NBC 
Tanzania Information Classification Scheme or agreed Classification 
Scheme (See appendix B, Table 2). 
 

Responsibilities 
and Applicability 
for Logical 
Access 
Management 

Applicability for 
Logical Access 
Management 
Controls 

Controls must be in place to ensure that all responsibilities for 
implementing the LAM controls as set out in this Schedule are defined. 
By default all LAM control objectives must apply to all IT systems which 
store or process Information Assets rated internal only and above. 
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Control 
Area 

Control Title Control Description   Why this is important 

Individual 
Accountability 
for Accounts 

Authentication 
Controls 

Controls must be in place to ensure all Accounts and their use are 
attributable to an individual and any use of an Account appropriately 
authenticated prior to access being granted. 
 
Controls for Authentication must be in place and must ensure the 
strength of Authentication applied to IT Systems and Services is 
commensurate with the assessment of risk to the System or Service. 
Applications and authentication mechanisms must not display 
passwords or PINs in a readable form and automatic account re-
activation processes must incorporate a delay of at least 30 minutes 
between instances of re-activation for the same account. 

 
 

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania information is restricted to those who 
should be allowed to access it (confidentiality), protected from 
unauthorised changes (integrity) and can be retrieved and 
presented when it is required (availability). 
 
If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Individual 
Accountability 
for Accounts 

Interactive 
Account 
password change 

Passwords for interactive Accounts must be changed at least every 90 
days and must be different from the previous twelve (12) passwords. 

Default system IT 
Account 
password change 

IT System Owners must ensure that active privileged default IT System 
Accounts have their passwords changed after each use, and every 90 
days at a minimum. 

 

Account lock out Account controls must ensure Interactive Accounts are disabled after 
a maximum of five (5) consecutive failed access attempts. 

 

Remote access Remote Access controls must only be permitted via mechanisms 
agreed by NBC Tanzania and Remote Access must use multifactor 
Authentication. 
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Control 
Area 

Control Title Control Description Why this is important 

Access 
Management 
Processes 

Access 
management 
processes 

The Supplier must ensure that access management processes must be 
documented and apply to all IT Systems (which store or process NBC 
Tanzania Information Assets classified as Secret, Confidential or 
Internal Only), and when implemented they must provide appropriate 
controls for : 

• Joiner, Mover, Leaver  
• Dormant Account 
• Remote Access 
• Unstructured Information Repository  

Controls must be in place for authorisation to ensure the process for 
granting, modifying and revoking access includes a level of 
authorisation commensurate with the privileges being granted. 
 
Controls must be in place to ensure Access management processes 
include appropriate mechanisms for identity verification. 

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania information is restricted to those who 
should be allowed to access it (confidentiality), protected from 
unauthorised changes (integrity) and can be retrieved and 
presented when it is required (availability). 

If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Access 
Management 
Processes 

Mover/ Leaver 
controls 

Mover controls must ensure the Supplier requests /amends access 
relating to any Supplier Personnel moving roles within five (5) working 
days of the move date. 

 
Leaver controls must ensure that when any Supplier Personnel no 
longer require access, their  line manager must raise the appropriate 
deletion request(s) on or before the Supplier Personnel’s last working 
day (except where this is already automated, e.g. through HR 
systems). 
 
Leaver controls must ensure requests to delete / disable access are 
executed by the account administration team according to the 
following schedule: 

• Network and Remote Access Account requests must be 
actioned within twenty four 24 hours 

• All other Account requests must be actioned within seven (7) 
days. 
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Control 
Area 

Control Title Control Description Why this is important 

Access 
Management 
Processes 

Recertification of 
access 

Controls must be in place to ensure access permissions must be 
reviewed at least every 12 months, to ensure that they are 
commensurate with their purpose.  

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania information is restricted to those who 
should be allowed to access it (confidentiality), protected from 
unauthorised changes (integrity) and can be retrieved and 
presented when it is required (availability). 
  
If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Dormant 
Accounts 

Dormant Account controls must ensure that Supplier Personnel 
Accounts that are not used for sixty (60) or more consecutive days 
must be automatically suspended, or equivalent compensating 
controls applied. 
 

Unstructured 
Information 
Repositories 

Unstructured Information Repository Controls must ensure all 
unstructured information repositories have been identified and access 
to any unstructured information repository containing Sensitive 
information must be configured on a need-to-know, need-to-have 
basis. 

Privilege Access 
Controls 
Processes 

Least Privilege Controls must be in place to ensure Supplier Personnel and Accounts 
only have the access rights they need to carry out their role effectively 
(principle of “least privilege”) and must be achieved for all Accounts 
and Account combinations. 

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania information is restricted to those who 
should be allowed to access it (confidentiality), protected from 
unauthorised changes (integrity) and can be retrieved and 
presented when it is required (availability). 
  
If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Privileged Access 
recertification 

All Privileged Access permissions must be reviewed at least every six 
(6) months and adequate controls must be implemented for Privileged 
Access requirements. 

Segregation of 
Duties 

Controls must be in place to ensure access management processes 
(including provisioning) support Segregation of Duties requirements. 
 
Controls must be in place to ensure that on at least a weekly basis any 
user access to IT Systems that breaches any defined Segregation of 
Duties rules are verified and resolved. 
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Control 
Area 

Control Title Control Description Why this is important 

Data 
(Information) 
Leakage 
controls 

Local storage of 
NBC Tanzania 
Sensitive 
Information 
 

Controls must be in place to ensure that Sensitive Information is 
encrypted when stored locally (for example on laptop hard drives or 
portable devices). 

Appropriate controls must be operated effectively in order to 
ensure that NBC Tanzania’ information is restricted to those who 
should be allowed to access it (confidentiality), protected from 
unauthorised changes (integrity) and can be retrieved and 
presented when it is required (availability). 
  
If these requirements are not implemented then it may result in 
NBC Tanzania Sensitive Information being vulnerable to 
unauthorised modification, disclosure, access, damage, loss or 
destruction, which may result in legal and regulatory sanction, 
reputational damage, or loss / disruption of business. 

Transmission of 
NBC Tanzania 
Sensitive 
Information 
through 
Corporate email 
 

Controls must be in place to ensure that Sensitive Information is not 
transmitted through the Supplier’s corporate email (for example 
automated blocking of emails/attachments including Sensitive 
Information). 

Data 
(Information) 
Leakage 
controls 

NBC Tanzania 
Sensitive 
Information  
being sent via the 
Internet 
 

Controls must be in place to ensure that Sensitive Information is not 
sent through the internet. For example, the controls could include 
white-listing of websites. 

Unauthorised 
storage of NBC 
Tanzania 
Sensitive 
Information  on 
USB and Optical 
media ports / 
other potential 
mechanisms for 
portable media, 
which could lead 
to data 
(information) 
leakage 

Controls must be in place to ensure that the ability to use USBs or 
portable media is restricted.  Monitoring controls must be in place to 
detect and block (where appropriate) the use of USBs or portable 
media. 
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Records Management (as applicable) 

Control 
Area 

Control Title Control Description   Why this is important 

Records 
Management 
Retention 

Legal and 
regulatory 
retention 
requirements 

The Supplier must ensure all Relevant Records are retained and 
disposed of in line with applicable legal, regulatory or business 
requirements. 

If these requirements  are not implemented then it may result in 
NBC Tanzania information not being retained in line with the 
applicable legal, regulatory or business requirements, which may 
result  in legal and regulatory sanction, reputational damage, 
loss / disruption of business. 

Retention schedule The Supplier must ensure all Relevant Records are in line with the 
retention periods defined in the agreed NBC Tanzania Retention 
Schedule, The Supplier must change the retention periods of Relevant 
Records, when instructed to do so by NBC Tanzania. 

Records Owner The Supplier must nominate a key Supplier contact to be the liaison 
with the NBC Tanzania Relevant Records Owner.  

Records Storage Protection The Supplier must ensure Relevant Records are protected using 
physical, environmental and logical controls to prevent unauthorised 
loss, modification or damage throughout their retention and 
protected according to their confidentiality classification against the 
NBC Tanzania Information Classification Scheme. 

Access The Supplier must have physical / logical controls to ensure access to 
Relevant Records are restricted to only those Supplier Personnel who 
are appropriately authorised and need access to perform their duties. 

Inventory The Supplier must ensure an index / inventory of physical Relevant 
Records is maintained / be accessible to NBC Tanzania and reviewed 
at least annually. 
The index / inventory must contain at least the following mandatory 
information: 

• Box owner 
• Box number 
• Description of contents 
• Destruction date 
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Control 
Area 

Control Title Control Description   Why this is important 

Records 
Retrieval 

Retrieval The Supplier must ensure Relevant Records can be retrieved within 
the following required timescales: 

• Electronic Relevant Records retrievable within three (3) 
working days or within a period required by any applicable 
legislative or statutory requirements; and 
 

• Physical Relevant Records / archived electronic records (not 
instantly accessible on a live system) retrievable within ten 
(10) working days, or within a period required by any 
applicable legislative or statutory requirements 

 

The Supplier must ensure retrieval processes are documented and the 
process tested at least annually through a testing regime or through 
business as usual processes. 
 

If these requirements are not implemented then Relevant 
Records may be vulnerable to unauthorised modification, 
disclosure, access, damage, loss or destruction, which may 
result  in legal and regulatory sanction, reputational damage, or 
loss / disruption of business. 

Protection The Supplier must protect Relevant Records during transit via 
appropriate controls (physical, environmental, logical) that are 
commensurate with the NBC Tanzania Information Classification 
Scheme. 
 

Records Format Authenticity and 
integrity 

The Supplier must have controls in place to maintain and protect the 
authenticity and integrity of Relevant Records. The controls must be 
commensurate with the NBC Tanzania Information Classification 
Scheme.   

The Supplier must maintain records in a specific format required to 
comply with any applicable country legislation / regulation, such as 
maintaining relevant records in a non-rewritable, non-erasable 
format. 
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Control 
Area 

Control Title Control Description   Why this is important 

Records Format Scanned 
Documents 

Where scanned documents are used as a primary record, the Supplier 
must ensure the Relevant Records are captured through a scanning 
process that: 

• Adheres to any applicable legal or regulatory requirements 
for the capture of scanned documents 

• Ensures quality assurance processes are in place 
commensurate to the value of the Relevant Records and 
classification requirements as listed in the NBC Tanzania 
Information Classification Scheme; and 

• Captures scanned documents using a minimum of 200 dpi 
(dots per inch) scanning resolution 
 

If these requirements are not implemented then Relevant 
Records may be vulnerable to unauthorised modification, 
disclosure, access, damage, loss or destruction, which may 
result  in legal and regulatory sanction, reputational damage, or 
loss / disruption of business. 

Records 
Disposal 

Disposal Process The Supplier must ensure Relevant Records are securely destroyed 
within six months of the expiry of their retention period (upon 
notification and authorisation from NBC Tanzania), provided a 
Disposal Hold is not in effect. 

The Supplier must ensure disposal processes are documented and 
reviewed at least annually. 
 

If these requirements are not implemented then it may result in 
records being over-retained past their specified retention period 
or records being destroyed without authorisation, which may 
result in legal and regulatory sanction, reputational damage,  
loss / disruption of business. 

Disposal 
Authorisation 

The Supplier must ensure evidence of the authorisation and 
destruction of Relevant Records is maintained, using controls such as: 

• Physical Relevant Records certificates of destruction; and 
• Electronic Relevant Records audit trail / reports of relevant 

records purged / deleted  
 
For Suppliers of services to NBC Tanzania Capital Inc. and /or NBC 
Tanzania Africa Group Limited only, the Supplier must ensure NBC 
Tanzania Relevant Records are not destroyed without NBC Tanzania’ 
prior written consent. 
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Control 
Area 

Control Title Control Description Why this is important 

Records 

Disposal Area 
 Disposal Methods 
Title 

The Supplier must ensure Relevant Records are disposed of safely and 
securely, through disposal controls which are: 

• applicable to legislative, statutory and contractual 
requirements 

• commensurate with the Relevant Records confidentiality 
classification in the NBC Tanzania Information Classification 
Scheme 

• applicable to the medium on which the Relevant Records are 
stored 

•  

If these requirements are not implemented then it may result in 
records being over-retained past their specified retention period 
or records being destroyed without authorisation, which may 
result in legal and regulatory sanction, reputational damage,  

loss / disruption of business. this is important 

Records 
Disposal Hold 

Disposal Hold 
Notification 

The Supplier must have controls in place to ensure upon notification 
from NBC Tanzania any Relevant Records covered by a Disposal Hold 
are suspended from destruction within 24 hours and confirm to NBC 
Tanzania that the Disposal Hold requirements have been applied. 

 

If these requirements are not implemented then it may lead to 
Relevant Records required as evidence being destroyed, which 
may result in legal and regulatory sanction, or reputational 
damage, loss / disruption of business. 

Disposal Hold 
Release 

The Supplier must have controls in place to ensure upon notification 
from NBC Tanzania of a Disposal Hold being lifted; any Relevant 
Records under the Disposal Hold have their applicable retention 
period or destruction recommenced within six months of the Disposal 
Hold being lifted (providing the records are not covered by another 
Disposal Hold). 
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Control 
Area 

Control Title Control Description Why this is important 

US Records 
Management 
requirements 

Original and 
Backup Relevant 
Records - Universal 
Time Coordinator 
(“UTC”) services 

The Supplier must have controls in place to ensure an original and a 
backup copy of each electronic NBC Tanzania Relevant Record are 
maintained and for any and all such electronic NBC Tanzania Relevant 
Record(s) must implement and maintain Universal Time Coordinator 
(“UTC”) services, to ensure that file date/time stamp recordings and 
parameters are applied consistently. 
 

If these principles are not implemented then it may lead to 
Relevant Records not being stored and retained in accordance 
with applicable regulations / legislation, which may result in 
legal and regulatory sanction, or reputational damage, loss / 
disruption of business. 

Relevant Records - 
Email 

The Supplier must have controls in place to ensure emails generated 
by a Supplier and defined as NBC Tanzania Relevant Records are 
retained for a minimum period of 7 years or specific retention period 
defined in the NBC Tanzania Retention Schedule. 

Letter of 
Undertaking 

The Supplier must promptly provide the applicable regulator with a 
Letter of Undertaking if requested to do so. 
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Definitions  

Acceptable Use Requirements Certain risks can be mitigated through the care taken by all employees when handling Information Assets or operating equipment 
containing such assets.  Specific requirements must be defined and issued to Supplier Personnel in order to communicate the importance 
of their role in mitigating information risk. 

Account A set of credentials (for example, a user ID and password) through which access to an IT System is managed using logical access controls.  
Accounts may be associated with a user, or with another system (a “service” account). 

Authentication (Logical 
Access) 

An act or series of actions that establishes whether an identity is valid or genuine. Authentication requires a secret, usually described in 
terms of something that you have, are, or know (e.g. a security pass, a fingerprint, a password). It is part of a verification process and could 
be performed on a person, device or on software. 

Disposal Hold 
A notification to cease destruction of certain information, typically because the information may be required as evidence in a contractual, 

legal, or regulatory matter 

Dormant Account  When an Account has become inactive either via an automated process due to inactivity, or on request. 
Information Asset Any NBC Tanzania information that has value, considered in terms of its confidentiality, integrity, and availability requirements.   

It could be created or received on any media format, and processed, used, or stored by the Supplier.  

Information Asset Type A logical grouping of Information Assets, created by a NBC Tanzania business unit solely for the purpose of assessing Information Risks.  
Interactive Account Any account used by an individual to interactively logon or access an IT system, service or device. The antonym of an interactive account is 

an account not used by an individual (e.g. an account that is embedded within a logon script, used by an application to create an 
application to application connection). 

Information Classification The process of identifying, classifying, and labelling Information Assets in accordance with their value to NBC Tanzania.  
Information Handling The controls and procedures which must be applied to Information Assets in accordance with their classification throughout their lifecycle, 

in order to mitigate the risk of loss, misuse, unauthorised change, or unauthorised disclosure 

Information Owner The NBC Tanzania individual responsible for classifying an Information Asset and ensuring that it is handled correctly. 
Information Risk Incident Any circumstance where there is a potential or actual impact to NBC Tanzania resulting from inadequately controlled or failed internal 

processes, people and systems, or from an external event, where the Information Risk is either impacted or is the root cause.  
Note that IRM incidents may also be referred to as IRM risk events. 

IT System Any computer equipment, service, or application which (a) stores or processes Information Assets, and (b) to which logical access controls 
could feasibly be applied.   
 
This includes both Systems which store information in a structured form (for example, application databases) and Systems which store 
information in an unstructured form (for example, SharePoint sites and shared network drives). 
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Definitions  

Leaver  An individual who is leaving the Supplier or no longer requires access to the Supplier’s IT Systems. 

Letter of Undertaking 
 A letter from Supplier to a regulator of a NBC Tanzania Entity stating that Supplier will take reasonable steps to fulfil any request by such 
regulator to download to any acceptable medium NBC Tanzania Relevant Records that are maintained in electronic storage media within 
Supplier’s possession or control 

Mover  Supplier personnel who are already working for the Supplier and already have  access to one or more of the Supplier’s IT Systems, but who 
are starting a new role and requires different IT System access in their new role. 

Primary Record Where duplicate copies of a Record exist, the Primary Record is the original version which is chosen to be used as the Relevant Record. 

Privileged Access Access by a Privileged Account holder. 

Privileged Account An Account that provides the highest level of control over a specific IT system or area of infrastructure.  These accounts are typically used 
for system maintenance, security administration or configuration changes to an IT system. Examples include ‘Administrator’, ‘root’, Unix 
accounts with uid=0, Support Accounts, Security Administration Accounts, System Administration Accounts and local administrator 
accounts. 

Remote Access  Remote Access enables users to connect to the Supplier’s Systems from locations not owned or operated by the Supplier (such as a 
Supplier Personnel’s home). 

Relevant Records 
Specific information required by NBC Tanzania to be retained and disposed of in line with applicable legal, regulatory or business 
requirements  

Relevant Records Owner 
The owner of the NBC Tanzania business process which the relevant records relate to may be the NBC Tanzania Relevant Records Owner; 
or the Relevant Records Owner is assigned to the job role of the NBC Tanzania person that created the Relevant Records.   

Retention Schedule 
A list of the Relevant Records which NBC Tanzania are required to maintain and details the applicable country retention periods, any 
specific format / storage requirements and the confidentiality classification of the Relevant Records. 

Segregation of Duties Segregation of Duties is the concept of having more than one person required to complete a task. This principal is established where a 
conflict of interest has to be avoided within business processes (e.g. system administrators responsible for providing user access to IT 
systems must not be able to authorise their own access). Business circumstances may require that the Supplier Personnel required to 
ensure Segregation of Duties have to be from more than one functional reporting line.  

Sensitive Information Information classed as Confidential or Secret per the classification in the NBC Tanzania Information Classification Scheme -  Appendix B, 
table 1 

Unstructured Information 
Repository  

An Unstructured Information Repository is a service such as a network drive or SharePoint site which has been set up to control access to 
the Supplier’s electronic information assets. 
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Appendix A: NBC Tanzania Risk Assessment Minimum Requirements 

Table 1: Threats 

Threat Description 

Unauthorised modification of information Unauthorised use of a computer system to modify information.  This could be through a compromised account or by an 
authorised individual deliberately or accidentally exceeding their authorisation. 

Unauthorised disclosure of information Accidental or deliberate unauthorised disclosure of: 
• Business information (e.g. project names, customer names, medical records and credit card numbers)  
• User access credentials (e.g. unique identifiers and authenticators), which should remain confidential 

Theft of software Theft of NBC Tanzania proprietary software (e.g. programs, computer code, source code, and methodologies). 

Unauthorised access to, or theft of NBC 
Tanzania  

Information Asset 

Unauthorised access to, or theft of: 
• NBC Tanzania business information (e.g. customer lists, product designs, trade secrets or intellectual property) 
• Personally identifiable information (credit card numbers, employment IDs or medical records) 

Theft or loss of mobile devices or portable 
storage devices containing NBC Tanzania 
Information Assets 

Theft or loss of portable computer equipment (e.g. equipment used by individuals in remote environments), such as 
laptops, tablets, smartphones and portable storage devices. 
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Table 2: Minimum set of data (information) leakage channels which must be considered as part of the Supplier’s Information Risk 
assessment:  

Channel 
 

Examples 
 

Email Corporate email, webmail, other email 

Web Internet (e.g., social networks, wikis, chat rooms) 

Removable media Approved/unapproved use, back-up tapes 

Physical 
Corporate devices (laptops, phones, tablets etc.) 
Personal devices (laptops, phones, tablets etc.) 
Documents / paper sources (notepads, flipcharts etc.) 
Non-paper sources (encryption key cards, smart cards etc.) 
Physical files 

Printing All printing – home, remote 

File transfer 
Website 
Cloud services 
Peer-to-Peer / IM 
FTP / Secure FTP 
Fax 
EDI (Electronic Data Interchange) 

People 
Social engineering 
Coercion 
Bribery 
Human error 

Voice 
Dictaphones 
Conference calls 
Recordings and voicemail 

Networks & connectivity 
Unsecured / personal networks 
Wi-Fi 
Remote access 

Image 
Photographic capture 
Webcams 
Video / CCTV 

 

Appendix B: NBC Tanzania Information Classification Scheme Table 1: NBC Tanzania Information Classification scheme and 
default labels 
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Classification Definition Examples 

 

Secret 

Information for which unauthorised disclosure (internally or externally) may 
cause serious financial or reputational damage, significant loss of competitive 
advantage, or regulatory sanction or legal action.   

Note that some information may only be considered “Secret” for a short period 
of time. 

• Profit forecasts or annual financial results (prior to public 
release) 

• Information on potential mergers or acquisitions 
• Strategic planning information 
• Executive Committee Minutes 
• Certain information system security configuration information*  
• Certain audit findings and reports* 
• Certain client, customer or staff records* 

 

 

Confidential 

Information which is proprietary to the organisation or related to a key business 
process, and to which access by all employees is not necessary or appropriate.   

Access to this information is only required by those with a need-to-know to 
fulfil their duties.  Such information may have a negative impact if were to be 
disclosed to unauthorised personnel either internally or externally. 

Personal and financial customer information must be classified as at least 
Confidential.  If the information is of a “sensitive personal” nature and warrants 
extra protection it must be classified as Secret.  . 

• New product plans 
• Client contracts 
• Audit findings and reports* 
• Legal contracts 
• Customer/Client information* 
• Strategies and budgets 
• Vulnerability assessments 
• Performance appraisals 
• Staff remuneration and personal information 
• Information system security configuration information* 

 

Internal Only 

Applies to information related to NBC Tanzania internal operations, non-
confidential internal communications, and general communications that are 
appropriate for distribution throughout the organisation.  

Such information would not typically have any significant impact or 
consequences for NBC Tanzania, its customers, or its business partners if 
disclosed to unauthorised persons, but could provide knowledge of NBC 
Tanzania’ internal operations that may not be appropriate for non-employees.   

Internal Only information may be sent outside the organisation where 
appropriate (e.g. to third parties where work has been outsourced) if 
authorisation from the information asset owner has been acquired. 

• Organisational policies and standards 
• Process documents 
• Internal announcements 
• Staff names and directories 
• Job functions 
• Organisational charts 
• Staff handbook 
• Newsletters 
• Internal communications (whether to one or many recipients) 

not classified as Confidential or Secret 
• Agendas/Minutes of meetings not classified as Confidential or 

Secret 

 

Unrestricted 

Information that is already in or has been authorised for the public domain, or 
information for which unauthorised public disclosure would have no significant 
negative impact or consequences for NBC Tanzania, its customers or its 
business partners.  

• Marketing materials 
• Job advertisements 
• Public announcements 
• NBC Tanzania publicly-accessible websites 
• Publications 

*  System security configuration information, audit findings, and personal records may be classed as either Confidential or Secret, depending on the impact of unauthorised 
disclosure to the business  
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NBC Tanzania Information classification scheme Table 2: NBC Tanzania Information Classification scheme handling requirements 
throughout the information asset lifecycle    

Classification 
Lifecycle 
stage 

Internal Only Confidential Secret 

Create and 
Introduce 

 

• Assets must be assigned an Information 
Owner. 

  

• Assets must be assigned an Information Owner. • Assets must be assigned an Information 
Owner. 

Store • Assets (whether physical or electronic) 
must not be stored in public areas 
(including public areas within the Suppliers 
premises where visitors may have 
unsupervised access). 
 

• Information must not be left in public areas 
within the Supplier’s premises where 
visitors may have unsupervised access. 

• Assets (whether physical or electronic) must not be 
stored where unauthorised people may be able to 
view or access them 
 

• Electronic assets in storage must be protected 
through encryption or appropriate compensating 
controls if there is a significant risk that unauthorised 
people may be able to access them. 
 

• Assets (whether physical or electronic) must 
not be stored where unauthorised people 
may be able to view or access them. 
 

• Electronic assets in storage must be 
protected through encryption or appropriate 
compensating controls if there is a 
significant risk that unauthorised people 
may be able to access them 

Access & Use • Assets (whether physical or electronic) 
must not be left in public areas outside the 
Suppliers premises. 
 

• Assets (whether physical or electronic) 
must not be left in public areas within the 
Supplier’s premises where visitors may 
have unsupervised access. 
 

• Electronic assets must be protected by 
appropriate Logical Access Management 
controls if required 

• Assets (whether physical or electronic) must not be 
worked on or left unattended where unauthorised 
people may be able to view or access them.  Assets 
may be worked on if suitable controls are in place 
(e.g. privacy screens). 
 

• Printed assets must be retrieved immediately from 
the printer.  If this is not possible, secure printing 
tools must be used. 
 

• Electronic assets must be protected by appropriate 
Logical Access Management controls 

• Assets (whether physical or electronic) must 
not be worked on or left unattended where 
unauthorised people may be able to view or 
access them.  Assets may be worked on if 
suitable controls are in place (e.g. privacy 
screens). 
 

• Printed assets must be printed using secure 
printing tools. 
 

• Electronic assets must be protected by 
appropriate Logical Access Management 
controls 

Share • Hard copy assets must be given a visible 
classification label.  The label must be on 
the title page at a minimum. 
 

• Electronic assets must carry an obvious 
classification label 
 

• Hard copy assets must carry a visible classification 
label.  The label must be on the title page at a 
minimum. 
 

• Envelopes containing hard copy assets must carry a 
visible classification label on the front 
 

• Hard copy assets must carry a visible 
classification label on every page. 
 

• Envelopes containing hard copy assets must 
carry a visible classification label on the front 
and be sealed with a tamper-evident seal.  
They must be placed inside an unlabelled 
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Classification 
Lifecycle 
stage 

Internal Only Confidential Secret 

• Assets must only be distributed using 
systems, methods, or Suppliers approved 
by the organisation. 

 
• Assets must only be distributed to people 

employed by, or under an appropriate 
contractual obligation to, the organisation, 
or as part of a clearly recognised business 
need such as contract negotiation. 

• Electronic assets must carry an obvious classification 
label.  Electronic copies of multi-page documents 
must carry a visible classification label on every page. 

 
• Assets must only be distributed using systems, 

methods, or Suppliers approved by the organisation. 
 

• Assets must only be distributed to people employed 
by, or under an appropriate contractual obligation to, 
the organisation, or as part of a clearly recognised 
business need such as contract negotiation. 
 

• Assets must only be distributed to people with a 
business need to receive them. 
 

• Assets must not be faxed unless the sender has 
confirmed that the recipients are ready to retrieve the 
asset. 

 
• Electronic assets must be encrypted using an 

approved cryptographic protection mechanism when 
in transit outside the Supplier’s internal network 

secondary envelope prior to distribution.  
 

• Electronic assets must carry an obvious 
classification label.  Electronic copies of 
multi-page documents must carry a visible 
classification label on every page. 

 
• Assets must only be distributed using 

systems, methods, or Suppliers approved by 
the organisation. 

 
• Assets must only be distributed to people 

employed by, or under an appropriate 
contractual obligation to, the organisation, 
or as part of a clearly recognised business 
need such as contract negotiation. 
 

• Assets must only be distributed to people 
specifically authorised to receive them by the 
Information Owner. 
 

• Assets must not be faxed. 
 
 

• Electronic assets must be encrypted using an 
approved cryptographic protection 
mechanism when in transit outside the 
Supplier’s internal network.   
 

• A chain of custody for electronic assets must 
be maintained. 
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Classification 
Lifecycle 
stage 

Internal Only Confidential Secret 

Archive and 
Dispose 

• Hard copy assets must be disposed of 
using a confidential waste service. 
 

• Copies of electronic assets must also be 
deleted from system “recycle bins” or 
similar facilities in a timely manner 

• Hard copy assets must be disposed of using a 
confidential waste service. 
 

• Copies of electronic assets must also be deleted from 
system “recycle bins” or similar facilities in a timely 
manner. 

• Hard copy assets must be disposed of using 
a confidential waste service. 
 

• Copies of electronic assets must also be 
deleted from system “recycle bins” or similar 
facilities in a timely manner. 
 

• Media on which Secret electronic assets 
have been stored must be appropriately 
sanitised prior to, or during, disposal. 

 

 


