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Why this isimportant

Control Area / Title ‘ Control Description

1. Information /Cyber
Security Governance,
Framework

The Supplier must have an established and consistent industry standard framework for
Informationand Cyber Security governance inaccordance with Best Industry Practice
(current industry best programs include NIST, ISO/IEC 27001, ITIL, COBIT) as well as
any applicable industry requirements. This will enable the Supplier to ensure there are
safeguards or countermeasures of their process, technology and physical environment.
A well-structured, enterprise-wide information governance program must ensure that
the core concepts of availability, integrity and confidentiality are supported by
adequate controls designed to mitigate or reduce the risks of loss, disruption or
corruption ofinformation and the Supplier must ensure thatBarclaysrequirement
controls areinplace and operating effectively to protect Barclays service(s).

The Security Governance framework must be developed, documented, approved, and
implemented which includes administrative, organizational, technical, and physical
safeguards to protectassets and data from unauthorized loss, misuse, access,
disclosure, alteration, and destruction.

The security program should include, but not be limited to, the following areas:

e Policy, procedures, standard program that effectively creates, implements, and
continuously measures the effectiveness of the Information and Cyber
Security policy and standards implementation.

e A comprehensive security programwith clear leadership structure, escalation
mechanisms, and executive oversight to create a culture of accountability and
awareness forsecurity.

e Policies, procedures, and processes which are approved and communicated
across the organization.

e Ensure that Informationand Cyber Security policiesand procedures/standards
are routinely reviewed (atleast annually orany material changes) and adapted
in line with current Cyber Security practices and the evolving threatlandscape.

e The Suppliershould ensure that thereis individualaccountability for
information and security systems by ensuring that there is appropriate
ownership of critical business environments, information and security systems
andthat thisis assigned to capableindividuals.

If this principle is not implemented,
Barclays orits Suppliers may not
have and be able to demonstrate
appropriate oversight of
Information/Cyber Security. A
strong security governance
framework sets the security tone
for the whole organisation.
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The Supplier coordinates and aligns rolesand responsibilities for personnel.
implementing, managing, and overseeing the effectiveness of the security
strategy and framework with internaland external partners.

The Supplier shouldimplement a secureinfrastructure and control framework
to protect the organisation fromany threats (including Cyber Security)
Independent expertreviews and assessments should be performed at least
annually to ensure thatthe organisation addresses nonconformities of
established policies, standards, procedures, and compliance obligations.

The Supplier must ensure that Barclays is notified (inwriting) as soon as they are
legally able to do so if the Supplier is subject to a merger, acquisition or any other
change of ownership.

2. Security Risk
Management

The Supplier must establish a security risk management program that effectively

evaluates, mitigates, and monitors evolving security risks across the Supplier controlled

environment.

The risk management program should include, but not be limited to, the following

areas:

The Supplier should have a Security risk management framework that is
approved by the appropriate governing authority (e.g., the Board or one of its
committees). This should be incorporated into the overall business strategy
andrisk management framework.

Alignedto the risk framework, formal risk assessments should be performed at
least annually orat plannedintervals, or be triggered onanevent driven basis
e.g.in response to anincident orassociatedlessonslearnt (andin conjunction
withany changes to information systems) to determine the likelihood and
impact of all identified risks using qualitative and quantitative methods. The
likelihood and impact associated with inherent and residualrrisk shall be
determinedindependently, considering allrisk categories (e.g., audit results,
threat and vulnerability analysis, and regulatory compliance).

Select anappropriate security risk treatment options, taking account of the
riskassessment results.

Formulate a security risk treatment plan; and the risk acceptance criteria
through appropriately qualified and accountable individuals. Such criteria
shouldinclude, but not be limited to, the sensitivity of such data andits
business criticality.

If this controlis not implemented,
Suppliers may not able to
demonstrate appropriate measures
implemented to manage security
risks.
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e The Supplier should ensure identified risks are minimized or eliminatedin the
environment through the prioritisation of risk and implementation of
protective measures.

e Risks should be mitigated to anacceptablelevel. Acceptance levelsbased on
risk criteria should be established and documentedin accordance with
reasonableresolution time frames and stakeholder approval.

e Riskassessmentsassociated with data governance requirements should
considerthe following:

o Data classificationand protection from unauthorized use, disclosure,
access, loss, destruction, alteration, and falsification.

o Awarenessof where sensitive data is stored and transmitted across
applications, databases, servers,and network infrastructure.

o Compliance withdefined retention periods and end-of-life disposal
requirements.

e Suppliershould performas a minimum an annual security risk assessment in
relationto security and based on the specific environments, considera more
frequent cadence.

Supplier must make a record of and notify Barclays if they are unable to remediate or
reduce any material areas of risk that could impact Barclays Data and/or the service
being provided to Barclays.

3. Rolesand
Responsibilities

Supplieris responsible formaking sure that all individuals who are involvedin providing
service to Barclays are aware of, and adhere to, the Barclays control requirements of
this document. For Barclays control requirements, Supplier should ensure that a
suitable specialist team and/orindividuals with appropriate skills, with defined roles
andresponsibilities to manage Barclays control requirementsare in place and
operating effectively to protect Barclaysservice(s).

The Supplier must define and communicaterolesand responsibilities for all security
domains covered by the control requirement. These must be reviewed regularly (andin
any event not less thanonce every 12 months) and after any material changeto the
Supplier operating modelor business. Key rolesmust include a senior executive,
accountablefor Information & Cyber Security.

Itis Supplier’'s responsibility to ensure that theiremployees/staff are familiarand
comply with the control requirementsof this standard and associated policies and

Cleardefinition of roles and
responsibilities supports the
implementation of the Information
and Cyber Security SCO
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standards. The Supplier must appoint a point of contactforany escalationwho will
liaise with Barclays.

4. Approved Usage

The Supplier should produce and publish acceptable use requirements informing all
supplier personnel (including contractors and third-party users of the organisation’s
systems) of their responsibilities.

The following topics must be considered:

Use of the Internet;

Use of Software as a Service (SaaS)based;

Use of Public Code repositories;

Use of browserbased plugins and freeware / shareware;

Use of Social Media;

Use of corporate email;

Use of instant messaging;

Use of IT equipment provided by the Supplier;

Use of IT equipment not provided by the Supplier (e.g. Bring Your Own

Device);

Use of portable/removable storage devices;

e Responsibilities when handling, saving, and storing Barclays Information
Assets;

e Qutput of data leakage channels; and

e Riskand consequences of misuse of the aboveitemsand/oranyillegal,

harmful, or offensive outcomes resulting from such misuse.

The Suppliermust take appropriate steps to ensure compliance to the acceptable use
requirements.

An acceptable userequirement
helps to underpin the control
environment protecting
Information Assets.

5. Educationand
awareness

The Supplier must have a security education and awareness training program
established forall employees, contractors, and third-party users of the organization’s
systems and mandated when appropriate. Allindividuals with accessto Barclays data/
information must receive appropriate education and awareness training and regular
updatesintechnicaland organisational procedures, processes, and policiesrelating to
their professional function relative to the organisation. The levels of education, training,
and awareness must be commensurate to the roles being undertakenand recordedin
a suitable learning management platform.

Educationand awareness supports
all other controls within this
schedule.

If this principle is not implemented,
relevant employees willbe
unaware of cyberrisks and attack
vectors and would be unable to
detect orprevent attacks.
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The Suppliermust ensure that all personnelunder their control undertake mandatory
security information training (continually updated to compensate for evolving threats
andindustry-specific risks), whichincludes BestIndustry Practice and protection of
Barclays data within one month of joining the organisation and refreshed at least onan
annual basis. The below should be included where appropriate:

High-risk groups, such as those with Privileged Access orin sensitive business
functions (including privileged users, senior executives, Information and Cyber Security
personnel and third-party stakeholders), should receive enhanced Information and
Cyber Security situational awareness training according to their roles and
responsibilities. If and where appropriate, thistraining should be provided by external
third-party experts.

6. Security Incident
Management

The Supplier must establish a Security Incident management framework that
effectively validates, efficiently escalates, contains, and remediatesa Security Incident
from the Supplierenvironment.

The Supplier must ensure that there are tailored writtenincident response plans for
each category of known security risk/incident that define theroles of personnel,
escalation mechanisms, and phases of incident handling/management:

e Incident validation - Establish anincident validation process thatleverages
various sources of data andisintegrated across the enterprise to effectively
validate a Security Incident (this relies on the Supplier having effectiveand
appropriate monitoring and detection mechanisms inplaceacrossisIT
environment).

e Incident classification - Establish anincident classification process that
effectively and quickly classifiesa validated incident acrossall event types.

e Incident escalation—Establish appropriate mechanismsto escalate the
incident (dependent on the classification) to appropriate stakeholders,
accountableindividuals, and where appropriate externalspecialists, enabling
rapidincident response activities.

e Incident containment - Utilise people, process, and technology capabilities to
quickly and effectively identify the attack vectorand accordingly, contain the
Security Incident in the environment.

e Remediation - Leverage people, process, and technology capabilities to quickly
and effectively remediate any security threatand/orits components from the

An incident managementand
response process helpsto ensure
that incidents are quickly
contained and prevented from
escalating.
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environment. Effective remediation will ensure againstattacks of a similar
nature inthe future.

The Supplier should seek to establish that incident response activities are improved
where possible by incorporating lessonslearned from current and previous
detection/responseactivities.

The Supplier should ensure that incidentresponse teams and processesare tested, at
least annually, to ensurethe Supplieris able to respond to Cyber Security Incidents.

e Simulations and testing must demonstrate that Barclays will be notified ofa
Security Incident ofimpact toit; this would be evidenced by Supplier
demonstrating the ability to contactappropriate persons in the event of such
anincident.

e Communication—The Supplier must appoint a point of contactforany
Security Incidents who will liaise with Barclaysin the event ofanincident. The
Supplier should notify Barclays of the individual(s) Contact detailsand any
changes to them, including any out of hours’ contacts and telephone
numbers.

Details should include: Name, responsibilities within the organisation, role, email
address and telephone number

The Supplierwill (and shall, if applicable, procure that any of its subcontractorsshall)
inform Barclays within a reasonable timeframe upon becoming aware of any incident
thatimpacts oris suspected might impact the service to Barclays or Barclays
Information/ Data, andinany event, no later than two (2) hoursfrom the time the
Supplier becomes aware of the Security Incident.

In the event of eithera suspected orknown data breach (including a breach of security
leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure
of, or access to Personal Data), the Supplier shallinform Barclays of suchincidents
within a reasonable timeframe upon becoming aware of any suchincidents,andinany
event, no laterthan two (2) hours from the time Supplier becomesaware of suchan
incident.

In addition to the initial notification as detailed above, the Supplier will provide a report
to Barclays within twenty-four (24) hours of becoming aware of any incident that
impacts the serviceto Barclays or BarclaysInformation/ Data. The report should
include the following details:
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Date and time Supplier became aware of the Security Incident
Suspectedimpactedjurisdictions

Type and brief summary of Security Incident

Impact and likely consequencesto servicesto Barclaysand/or Barclays
Information/Data (and, if applicable, affected data subjects)

e Statusof Security Incident (forexample, have forensic experts been
onboarded, relevantauthorities notified, attack vectorknown, enhanced
monitoringin place, containmenteffected)

Action takenorplanned to remediate against the Security Incident
Detailsof any data compromised

Theseincidents, aswell asall ongoing updatesrelating to remediation effortsand
notices to data subjects, should be reported to the Barclays Supplier Manager, and the
Barclays Joint Operations Centre within Barclays Chief Security Office (CSO) Joint
Operations Centre (JOC) - gcsojoc@barclays.com.

Please make the subject of the email “[Insert Supplier name] — Security Incident —
Urgent Attention Required.” If the incident is very urgent and needs to be flagged
immediately, the JOC can be reached at its 24/7 hotline:

e UK:+44 330041 5586
e US:+T 2014991900
e India:+91 788 781 9890

7. Information
Classificationand
Protection

The Supplier must have anestablished and appropriate information classification,
handling, and storage framework/scheme (aligned to BestIndustry Practice and/or
Barclays requirements) which covers, but is not limited to, the following components:

e Continually reviewing existingand new Barclays Information/Data
Assigning Barclays Information/Data the correct Information Label Schema.

e Handlingandstoring Barclays Information/Data securely and appropriately, in
line withits assigned level of classification.

e Ensuring that all staff areaware of the Supplier/Barclays labelling, storage, and
handling requirements and how to apply correct information classification.

The Supplier must refer to the Barclays Information Labelling Schema and handling
requirements (Appendix B, Table B1 and B2), or an alternative schemeto ensurethat
Supplier protects and secures the Barclays Information held and/or processed. This
requirement applies to all Information Assets held or processed on behalf of Barclays.

If these requirements are not
implemented, it may resultin
Barclays Databeing vulnerableto
unauthorised modification,
disclosure, access, damage, loss or
destruction, which may resultin
regulatory and reputational
damage.
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8. IT Asset
Management
(Hardware &
Software)

The Supplier must ensure an effective assetmanagement programis established
throughout the assetlifecycle. Asset management should govern the lifecycle of assets
from acquisition to retirement, providing visibility and security to all asset classesin the
environment.

The Supplier must maintaina complete and accurateinventory of business-critical
assets located at all sites and/or geographical locations which provide service(s) to
Barclays including any Barclays equipment hosted in Supplier premisesand/or
subcontractor provided by Barclays, ensure thatthereis at least one test annually to
validate that the asset inventoryis current, completeand accurate.

At a minimum, the Asset Management process should cover the following areas:

AllInformation Assetsandinfrastructure is continually mapped/updated.
Information Assets and infrastructure are then protected based on their
classification, criticality, and business value.

Suppliermust have controls in place thatassure the recording and ongoing
maintenance of hardwareassetdatathroughout the Asset's lifecycle.
Supplier must maintain up-to-date asset inventory

Suppliers with a Tier1, Tier 2 and Tier 3 setup must maintain current,
complete, and accurate asset inventories (including, all endpoints, network
equipment, RSA tokens and/or any Barclays provided assets).

Supplier must perform reconciliation of all the Barclays assets (Hardware &
Software) on annual basis and provide attestation to Barclays (Chief Security
Office - ECAM team).

Ensure that unauthorised assetsare either removed from the network or
guarantined and thatthe inventoryis updatedina timely manner.
Maintain an up-to-date list of all authorized software thatis required for
Barclays service delivery.

Ensure that only software applications or operating systems currently
supported andreceiving vendor updates are added to the organisation’s
authorised software inventory. Unsupported software should be tagged as
unsupportedin the inventory system. Software nearing end-of-life should also
be tagged as suchinthe inventory system.

The Supplier should ensure effective and efficient proceduresare implemented ina
timely manner for the mitigation of non-supported technologiesand the end-of-life,

A complete and accurateinventory
of Information assets is essential
for ensuring appropriate controls.

If this principle is not implemented,
Barclays assets orassetsused by
Suppliers to service Barclayscould
be compromised, which may result
in financial losses, loss of data,
reputational damageand
regulatory censure.
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retirement, and destruction of assetsand datato eliminate therisk of data
compromise.

9. Disposal/
Destruction of
Physical Assets and
Data Remanence of
Electronic
Information

Destructionorerasure of Barclays InformationAssets, storedin either physical or
electronic form, must be performedin a secure manner appropriate toits associated
risk, ensuring that Barclays Datais not recoverable.

Supplier should have effective policiesand procedures in place to continually assess
and determine when the destruction or deletion of Barclays Information Assets stored
in either physicalorelectronic formis appropriateand required, pursuantto contractor
for information security, legal orregulatory purposes. Viawritten request, Barclays may
also seek destruction of BarclaysInformation Assets.

The Supplier should establish procedureswith supporting business processesand
technical measures thatare implemented for the secure disposaland secure
removal/erasure of Barclays Data (including backup copies) fromall storage media,
ensuring data is not recoverable by any computer forensic means.

Barclays Datastoredin mediamust be wipedto a sufficient level so thatdatais not
recoverable, preferably using appropriate data erase techniques like secure wipe,
purging, data clearing, or data destruction or software-based method to overwrite the
data oruse the industry standard framework on data disposal (NIST). All equipment
must be disposed of at the end of its operational life (faulty, decommissioned due to
service, retired or no longer required, usedin a trial or proof of concept, etc.). Data
erasure servicescan be utilised forequipmentthatis to be reused.

Disposal requirementsapply to Supplier 4thparty/subcontracted agencies used to
provide the service to Barclays.

Disposal of hardcopy information must be shredded to a minimum of P4 DIN66399
standard using a cross cut shredder (this includes payment cardinformation) ormay
be incineratedin compliance withBSEN15713:2009.

ForBarclays, evidence of datadisposal must be kept, providing audit trail, evidence
andtracking, and should include:

e Proof of destruction and/ordisposal (including date undertaken and method
used).

e Systemaudit logs fordeletion.

e Datadisposal certificates.

Secure destruction of Information
Assets helpstoensure that
Barclays Information assets cannot
be recoveredforany data breach
or loss ormalicious activity.
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e Whoundertook the disposal (including any disposal partners, third parties, or
contractors).

e Adestructionand verification report mustbe generated to confirm the
success or failure of any destruction / deletion process (i.e. an overwriting
process must provide a report that details any sectors that couldn’t be
erased).

During exit, Supplier must ensure Barclays Data is securely destroyed upon notification
and authorisation from Barclays.

10. Boundaryand
Network Security

The Suppliermust ensure that all IT Systems operated by the Supplier orits sub-
contractor that support Barclays services(s) are protected from inbound and
outbound network threats within the Suppliers’ (and any relevant sub-contractors’)
network. The Supplier must monitor, detect, prevent, andif necessary remediate the
flow of information transferring across networks of different trust levels with a focus
on security breaches.

Network integrity mechanisms should include but not be limited to the following areas:

e Maintainanup-to-date inventory of all of the organisation’s network
boundaries (through a Network Architecture/Diagram).

e Thedesignandimplementation of the network, as wellas potential
vulnerabilitiesand need to retireand renew infrastructure of the network,
must be reviewedat leastannually orif there is an event driven requirement
which causes changes.

e External connections to the Supplier network are documented, routed through
afirewall, verified and approved prior to the connections being established to
prevent security breaches.

e The Suppliers networks are protected through applying defense-in-depth
principles (e.g. network segmentation, firewalls, physicalaccess controls to
network equipment, etc.).

e The Suppliershould have networkintrusion prevention technologiesto detect
and prevent malicious traffic fromenteringthe network.

e Useof strong network firewall capabilities to provide a layer of perimeter
defense againstmalicious network attacks.

e Internet network traffic should passthrough a proxy that is configured to filter
unauthorised connections.

e Ensure thatloggingand monitoringmust be enabled.

If this principle is not implemented,
external orinternal networks could
be subverted by attackersinorder
togainaccess tothe service or
data withinit.
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Network devicesare securely hardened to preventa malicious attack.

Logical separation of device management ports/interfaces fromuser traffic;
appropriate authentication controls.

All configurationrules thatallow traffic to flow through network devices
should be documentedina configuration management systemwith a specific
business reasonforeachrule.

Deny communication over unauthorized TCP or UDP ports orapplication
trafficto ensure that only authorized protocolsare allowed to cross the
network boundaryinor out of the network at each of the organisation’s
network boundaries.

Performregularscans from outside each trusted network boundary to detect
any unauthorised connectionswhich are accessible across the boundary.
Secure communications between devicesand management stations/ console.
Configure monitoring systemsto record network packets passing through the
boundary at each of the organisation’s network boundaries.

Network connection betweeninteroffice/ cloud service provider/ data centres
must be encrypted over secure protocol. Barclays Information Assets/ Data in
transit within Supplier Wide AreaNetwork (WAN) must be encrypted.
Supplier must review the firewall (Externaland Internal Firewall) rules on an
annual basis.

All wireless accessto the network is subjectto authorisation, authentication,
segmentationand encryption protocols to prevent security breaches.

The Supplier must ensure that access to the internal network must be
monitored and only authorised devices must be allowed through appropriate
network access controls.

Remote loginaccessto the Supplier network must use multi-factor
authentication.

Supplier must have segregated network for Barclays service(s).

The Suppliermust ensure that any servers used to provide the service to Barclays are
not deployed on untrusted networks (network's outside your security perimeter, that
are beyond your administrative controle.g., internet-facing) without appropriate
security controls.

The Supplierhosting Barclays Information (including subcontractor) ina data centre or
cloud must hold a Best Industry Practice certification for security management.

T2 and T3 Network -
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e T2 networkmust be logically segregated from Supplier corporate network by a
Firewall,allinbound and outbound traffic to be restricted and monitored.

e Routing configuration must ensure only connections to the Barclays network
and must not route to any other Supplier networks.

e SupplierEdge router connecting to Barclays extranet gateways must be
securely configured with a concept of limiting controls of ports, protocols and
services;

o Ensure that logging and monitoringmust be enabled.

N.B. The term “network” as usedin this control refers to any non-Barclays network for
which the Supplier is responsible for, including the Supplier’s sub-contractor’s network.

11. Denial of Service
Detection

The Supplier must maintaina capability to detect and protect against Denial of Service
(DoS) and Distributed Denial of Service (DDoS) attacks.

The Suppliermust ensure that Internet connected or external channels supporting
services supplied to Barclays must have adequate DoS protection to ensure availability.

If the Supplieris hostingan application whichis internet facingand holding any
restricted dataorunderpinning a resilience category Oor 1 service, this must be
protected downtolayer 7 using appropriate technologies which must be approved by
Barclays.

If this principle is not implemented,
Barclays andits Suppliers may be
unable to prevent a denial of
service attack fromachievingits
objective.

12. Remote Working
(Remote Access)

Remote Access to the Barclays network via Barclays Citrix applicationsand/or Barclays
data residing/ stored within Supplier managed environments/networks, if the Supplier
or any of its subcontractorsaccessBarclays Data or Barclays Personal Dataorany
sensitiveinformation provided to the Supplier ona need to know basis, whetherin
physical orvirtual form, to be accessed, shared or processed remotely, in particular
where its staff may be working from home, the Supplier will seek prior approval from
Barclays (Chief Security Office — ECAM Team) for these arrangements.

The Suppliermust ensure the following components are established, at a minimum, for
Remote Access:

e Remoteloginaccesstothe Supplier network must be encrypted duringdata in
transit and always use multi-factor authentication.

e Accesstothe Barclays network must be via a Barclays Citrix application with
RSA Token (Hard & Soft) provided by Barclays.

Remote Access controls help to
ensure unauthorized andinsecure
devices are not connectedto the
Barclays environmentremotely.
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e Supplierto maintainaninventory of all RSA tokens (Hard & Soft) provided by
Barclays and a management process that willinclude review and monitoring of
allocation, usageandreturn of the tokens (Hard token).

e Suppliermust maintain records of individuals who have been asked to work
remotely and the rationale for such requirement

e Supplier to perform reconciliation of all the remote users on a quarterly basis
and provide attestation to Barclays (Chief Security Office - ECAM team).

e Barclays will promptly deactivate authentication credentials where such
credentialshave not been used fora period of time (such period of non-use
not to exceed one month).

e Suppliermust ensure that end point used for connecting Barclays information
systems remotely mustbe configured securely and in accordance with Best
Industry Practice (e.g. patchlevel, status of anti-malware, Endpoint Detection
& Response EDRsolution, logging etc.).

e Services which have remote printing access via a Barclays Citrixapplication
must be approved and authorized by Barclays (Chief Security Office — ECAM
Team). Supplier must maintain records and perform quarterly reconciliation.

e Personal devices/ BYOD must not be allowed to access Barclays’ environment
and/or Barclays Data residing/ stored within Supplier managed environment
(whichincludes, but is not limited to, Supplier staff, consultants, contingency
workers, contractors, and Managed Service Partners (MSPs)).

Where the endpoints’ (Laptop/Desktop) accessis granted to the Barclays network via
Barclays Citrixapplications over Internet, the Supplier shall install the End Point
Analysis (EPA) tool provided by Barclays to validate the endpoint security and
operating system compliance, only devicesthat pass the End Point Analysis checks will
be granted Remote Access to Barclays’ network via the Barclays Citrix application. If
the Supplieris unable toinstall or use the EPA tool this must be raised with your
Barclays Supplier Manager.

NB: Barclays will deactivate authentication credentials upon notification that accessis
no longerneeded (e.g. employee termination, projectreassignment, etc.) within
twenty-four (24) hours.

13. Security Log
Management

The Supplier must ensure that thereis an established audit and log management
framework which confirms that key IT systems and processes including applications,
networking equipment, databases, endpoints, security devices, infrastructure, and
servers are producing the requiredlogs, in accordance with BestIndustry Practice and

If this controlis not implemented,
Supplier will not be able to detect
andrespondtoinappropriate or
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guidance. Suchlogs should be appropriately secured, held centrally, and retained by
the Supplier fora minimum period of 12 months or basis onbelow categories with
properrational.

Category Low impact Me dium impact High impact systems/
systems/ Service | systems/ Service Service
Retention of 3 months 6 months 12 months
Logs

At a minimum, the security log management process should cover the following areas:

Supplier should establish policies and proceduresforlog management.

e Suppliershould create and maintaina log management infrastructure.

e Suppliershould define the roles and responsibilities of individualsand teams
who are expectedto be involvedinlogmanagement.

e Collect,manage, and analyses audit logs of eventsin order to help monitor,
detect, understand, orrecover fromanattack.

e Enable systemlogging toinclude detailedinformation suchasanevent
source, date, user, timestamp, source addresses, destination addresses, and
otheruseful elements.

e Sample eventlogs mightinclude:

o IDS/IPS,Router, Firewall, WebProxy, Remote Access Software (VPN),
Authentication servers, Applications, database logs.

o Successfullogins, Failedlogin attempts (for example wrong user D or
password), creation, modification and deletion to/of useraccounts

o Configuration changelogs.

e Barclays services related to businessapplicationsand technical infrastructure
systems onwhich appropriateand BestIndustry Practice logging mustbe
enabled, including those that have been outsourced orare ‘inthe cloud’.

e Analysis of security-related event logs (including normalisation, aggregation
and correlation).

e Synchronisation of time stampsin event logs to a common, trusted source

e Protection of security-related event logs (e.g. via encryption, MFA, access
control, and backup).

e Takingnecessaryactions to remediateanyissues identified and respond to
Cyber Security Incidents in a fast, effective manner.

malicious use of their serviceor
data withinreasonable timescales.
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e Deployment of Security Information and Event Management (SIEM) orlog
analytictoolsforlog correlationand analysis.

e Deployment of toolsas appropriate to performreal-time centralaggregation
and correlation of anomalous activities, network and systemalerts, and
relevant eventand cyber threat intelligence from multiple sources, including
bothinternal and external sources, to better detectand prevent multifaceted
cyber-attacks.

The key events logged must include those thathave the potential toimpact the
confidentiality, integrity and availability of the Services to Barclaysand that may assist
in the identification orinvestigation of material incidents and/or breaches of access
rights occurringin relation to the Supplier Systems.

14. Malware
Defenses

In alignment with Best Industry Practice, the Supplier must have policiesand
procedures established,and supporting business processesand technical measures
implemented, to prevent the execution of malware on entire IT environment.

The Supplier must ensure malware protectionis applied to all applicable IT assets atall
times to prevent service disruption or security breaches.

Malware protection should have orinclude, but not be limited to, the following:

e Centrally managed anti-malware software to continuously monitorand defend
organisation’s IT environment.

e Ensure that the organisation’s anti-malware software updatesits scanning
engine and signaturedatabase ona regularbasis andinaccordance with Best
Industry Practice.

e Sendall malware detection events to enterprise anti-malware administration
tools and eventlog servers foranalysis and alerting.

e The Suppliershouldimplement appropriate controls to safeguard against
mobile malware and attacks for mobile devices connecting to Barclays or
Supplier networks and accessing Barclays data.

e Processesshouldbe inplace forregularmeetings/ forums (suchasona
monthly basis) to discuss potential vulnerabilities / updatesrequired. Action to
remediate should be takenina prioritised and timely fashion. Records of
reporting, forums, and remedial action taken should be retained.

NB. Anti-malware toinclude detection for (but not limited to), unauthorised mobile
code, viruses, spyware, key logger software, botnets, worms, Trojans, etc.

Anti-malware solutionsare vitalfor
the protection of Barclays
Informationassetsagainst
Malicious Code.
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15. Secure
Configuration
Standards

The Suppliermust have an established framework to ensure that allconfigurable
systems/ networking equipment are securely configuredinaccordance with Best
Industry Practice (e.g. NIST, SANS, CIS).

Configuration standard process should cover, but not be limited to, the following areas:

e Establishespolicies, procedures / organisational measures, and tools to allow
for implementation of Best Industry Practice security configuration standards
for all authorized network devicesand operating Systems, applications, and
servers.

e Performs regular (annually) enforcement checks to ensure thatnon-
compliance with baseline security standards is promptly rectified. Appropriate
checks and monitoring are in place to ensure the integrity of the builds /
devices are maintained.

e Systemsand network devices are configured to functionin accordance with
security principles (e.g. concept of limiting controls of ports, protocols and
services, no unauthorised software, removing and disabling unnecessary user
accounts, changing default account passwords, removing unnecessary
software, etc.).

Ensure configuration management governssecure configuration standardsacross all
asset classes, and detects, alertsand effectively responds to configuration changes or
deviations.

Standard build controls help to
protect Information Assets from
unauthorized access.

Compliance withstandard builds
and controls that ensure changes
are authorized helps to ensure that
Barclays Information Assetsare
protected.

16. Endpoint Security

The Suppliermust ensure that endpoints used to access the Barclays network, or
access/process Barclays Information Assets / Data, must be hardened to protect
against any malicious attacks.

Best Industry Practices mustbe in place and endpoint security build must include, but
need not be limited to:

Disk Encryption.

Disable allun-needed software/services/ports.

Disable administration rights access forlocal user.

Supplier Personnel willnot be allowed to change the basic settingslike default

Service Pack, System Partition, and default services etc.

e USBport must be disabled to prohibitcopying of Barclays datato external
media

e Updatedwith thelatestanti-virussignaturesand security patches.

If this controlis not implemented,
Barclays and Supplier network and
endpoints may be vulnerable to
cyber-attacks.
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e Dataloss prevention limited to no cut-copy-paste and print-screen of Barclays
data

e By default, printeraccess must be disabled.

e Suppliershouldrestrict the ability to access social networking sites, webmail
services andsiteswith the ability to store information on the internet like
google drive, Dropbox, iCloud.

e Sharing/ transferring of Barclays Information Assets / Datashould be disabled
usinginstant messaging tools/ software.

e (Capabilityand processes to detect unauthorised softwareidentified as
malicious and prevent installation of unauthorised software.

NB.Removable media/ portable devices should be disabled by defaultand only
enabled forlegitimate business reasons.

The Supplier should maintain secureimages or templatesforall systems inthe
enterprise based on the organisation’s approved configuration standards. Any new
system deployment or existing system that becomes compromised should be imaged
using one of those imagesortemplates.

Where the endpoints (Laptops/Desktops) accessis granted to Barclays’ network via
Barclays Citrixapplication over Internet, the Supplier shallinstall End Point Analysis
(EPA) tool provided by Barclays to validate the endpoint security and operating system
compliance, only devices that pass the End Point Analysis checks willbe granted
Remote Access to Barclays’ network via Barclays Citrixapplication. If the Supplieris
unable toinstalloruse the EPA tool this must be raised with your Barclays Supplier
Manager.

Mobile devices used for Barclays Services -

1. Suppliermust ensure they implement mobile device management (MDM)
capabilitiesto securely control and manage mobile devices throughout the
lifecycle that haveaccess and/or contain classified Barclaysinformation,
reducing the risk of data compromise.

2. Suppliermust ensure mobile device remote lock and wipe capabilities are
implemented to protectinformationin the eventofa lost, stolen or
compromised device.

3. Encrypt Mobile Device Data (Barclays Data).
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17. Data Leakage
Prevention

The Supplier must have an established framework to ensure that protection against
inappropriate dataleakageis in place ensuring protectionincludes the followingdata
leakage channels (but not limited to):

e Unauthorised transfer of information outside theinternal network/ Supplier

network
o Email
o Internet/Web Gateway (including online storage and webmail)
o DNS

e Lossortheft of Barclays Information Assetson portable electronic media
(including electronic Information on laptops, mobile devices, and portable
media).

Unauthorised transfer of Information to portable media.
Insecure Information exchange with third parties (4thparties or
subcontractors).

e Inappropriate printing or copying of Information.

18. Data Security

The Supplier must ensure that Barclays Information Assets / Dataresidingin Supplier
custody/ network has proper security of data whichis achieved through a combination
of encryption, secure means foraccessing the data, integrity protection, and data loss
prevention technigues. Itis importantthatproper care must be takento limitthe
access to the Barclays Information Assets / Data, including Personal Data, and to make
thataccess secure.

Data security controls should cover, but not be limited to, the following areas:

1. Supplieris obliged at all times to comply with any and all applicable data
protectionlaws.

2. Policies and procedures should be established, and supporting business
processes / organisational measures, and technical measuresimplemented, so
as toinventory, document, and maintain data flows for data thatis resident
(permanently or temporarily) within the service's geographically distributed
(physical andvirtual) applications andinfrastructure network and systems
components and/or shared with other third parties.

3. Maintainaninventory of all sensitive /confidential information (Barclays
Information Assets / Data) stored, processed, or transmitted by the Supplier.

4. Establishadataclassification standard to ensure sensitive information
(Barclays Information Assets / Data) is classified and protected appropriately.

Appropriate controlsmust be
operated effectively in orderto
ensure that Barclays’ informationis
restricted to those who should be
allowedtoaccessit
(confidentiality), protected from
unauthorised changes (integrity)
andcanbe retrievedand
presented whenitis required
(availability).

If these requirements are not
implemented, it may resultin
Barclays Sensitive Information
being vulnerable to unauthorized
modification, disclosure, access,
damage, loss ordestruction, which
may resultinlegal and regulatory
sanction, reputationaldamage, or
loss / disruption of business
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Ensure all Barclays dataare classified and tagged based on the Information
Classification and Protection standard.
Data at rest protection;

a. Ataminimum, encrypt data at rest to preventexploitation of sensitive

information through unauthorized access.
Database activity monitoring;

a. Monitorandlogdatabaseaccess andactivity to quickly and

effectively identify malicious activity.
Datain use protection;

a. Ensureviewingand use of sensitive informationis controlled via
access management capabilities to protectagainstexploitation of
sensitiveinformation.

b. Utilise data maskingand obfuscation technologies to effectively
protect sensitive data in use frominadvertentdisclosure and/or
malicious exploitation.

Data intransit protection;

a. Leverage strongencryption capabilities to ensuredatais protected
while intransit.

b. Encryptionofdataintransitis typically achieved using Transportor
Payload (Message or Selective Field) encryption. Transport encryption
mechanisms include but are not limited to:

e Transport LayerSecurity (TLS) (following the BestIndustry
Practice of modern cryptography, including use / rejection of
protocols and cyphers)

e Secure Tunneling (IPsec)

e Secure Shell (SSH)

c. Transport security protocols must be configured to prevent
negotiation of weaker algorithmsand/or shorter key lengths, when
both end points support the stronger option.
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10. Data Backup—

a. Provisions must be made to ensure Informationis adequately backed
up andrecoverable (and can be recovered within a reasonable time)
in compliance with requirements agreed with Barclays.

b. Ensure that backups are properly protected via physical security or
encryptionwhenthey are stored, as wellas when they are moved

across the network. This includesremote backups and cloud services.

c. Ensurethatall Barclaysdatais automatically backed up onaregular
basis.

19. Application
Software Security

The Suppliermust develop applications using secure coding practices andina secure
environment. Where the Supplier developsapplications for use by Barclays, or which
are used to support the service to Barclays, Supplier must establish a secure
developmentframework to prevent security breachesand to identify and remediate
vulnerabilitiesin the code during the development process.

Application software security should cover, but need not be limited to, the following
areas:

Controls protecting application
developmenthelps to ensure that
applications are secured at
deployment.
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e Secure coding standards must be inplace and adoptedinline with Best Industry
Practice to prevent security vulnerabilitiesand service interruptions which at the
same time defendsagainst possible well known vulnerabilities.

e Establishsecure coding practicesappropriate to the programming language.

e Alldevelopmentmust be undertakenina non-production environment.

e Maintainseparate environments for production and non-production systems.
Developersshould not have unmonitored access to production environments.

e Segregation of duty for production and non-production environments.

e Systemsare developedin line with secure development BestIndustry Practice (e.g.
OWASP).

e Code shouldbe securely stored and subject to quality assurance.

e Code should be adequately protected from unauthorised modification once testing
has been signed off and delivered into production.

e  Only use up-to-date and trusted third-party components for the software
developed by the Supplier.

e Applystaticand dynamicanalysistools to verify that secure coding practices are
being adhered.

e The Suppliermust ensure that live data (including Personal Data) willnot be used
within non-production environments.

e Applicationsand programminginterfaces (APIs) shall be designed, developed,
deployed, and tested inaccordance with BestIndustry Practice (e.g., OWASP for
web applications).

The Supplier should protect web applications by deploying web application firewalls
(WAF) that inspect alltraffic flowing to the web application for current and common
web applicationattacks. Forapplications that are not web-based, specific application
firewalls should be deployed if such tools are available for the given application type. If
the trafficis encrypted, the device should either sit behind the encryption or be
capable of decrypting the traffic prior to analysis. If neither optionis appropriate, a
host-based web application firewall should be deployed.

20. Logical Access
Management (LAM)

Access to Information must be restricted, and with due consideration of the need-to-
know, the Least Privilege and the segregation of duties principles. The Information
Asset Owneris accountable for deciding who needs what access.

Appropriate LAM controlshelps to
ensure that Information Assets are
protected frominappropriate
usage.
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The need-to-know principleis that people should only have accessto
Information which they need to know in order to perform theirauthorised
duties. Forexample, ifanemployee dealsexclusively with UK-based
customers, they do not "need to know" Information pertaining to customers
basedinthe US.

The Least Privilege principleis that people should only have the minimum level
of privilege necessaryin order to perform theirauthorised duties. For
example, ifanemployee needsto see a customer's address but willnot be
required to change it, thenthe "Least Privilege" they requireis read-only
access, which they should be givenrather than read/write access.

The segregation of duties principleis that at least two individuals are
responsible forthe separate parts of any taskinorderto prevent errorand
fraud. For example, an employee who requests anaccount creation should not
be the one who approves the request.

The Supplier must ensure access to Personal Informationis appropriately managed
andrestricted to those who require access in order to provide the service.

Access management processes should be defined as per Best Industry Practiceand
include the following:

The Supplier should ensure that access management processes and decisions
must be documented and apply toall IT Systems (which store or process
Barclays Information Assets), and whenimplemented they must provide
appropriate controls for:Joiner /Mover/ Leaver/ Remote Access.

Controls must be in place forauthorisation to ensure the process for granting,
modifying and revoking access includesa level of authorisation commensurate
with the privilegesbeing granted.

Controls must be in place to ensure access management processes include
appropriate mechanisms foridentity verification.

Eachaccount must be associated with a single individual, who shall be
accountableforany activity carried out using the account.

Recertification of access - Controlsmust be inplace to ensure access
permissions must be reviewed at leastevery 12 months, to ensure thatthey
are commensurate with their purpose.

All Privileged Access permissionsmust be reviewed at least every six (6)
months and adequate controls must be implemented for Privileged Access
requirements.

Access management controls
helps ensure that only approved
Users canaccess the Information
Assets.

Version 11.0 Dated October 2021

23




% BARCLAYS

e Movercontrols — Access amended within twenty-four 24 hours of the move
date (and appropriate records to be kept);

e Leavercontrols—Alllogical accessusedto provide services to Barclays
removed within twenty-four 24 hours of leave date (and appropriate records
to be kept),

e Remote Access - Remote Access controls must only be permitted via
mechanisms agreed by Barclays (Chief Security Office - ECAMteam) and
Remote Access mustuse Multi-Factor Authentication.

e Authentication - appropriate password length and complexity, frequency of
changes of passwords, multi-factor authentication, secure management of
password credentials or other controls must be followed as per Best Industry
Practice.

e Dormantaccounts - not used for 60 or more consecutive days should be
suspended/ disabled (and appropriaterecords to be kept).

e Passwords forinteractiveaccountsshould be changed atleast every 90 days
and should be different from the previous twelve (12) passwords.

e Privileged accountsshould be changed aftereach use, and every 90 days
minimum.

e Interactiveaccountsshould be disabled aftera maximum of five (5)
consecutive failed attempts ora lower maximum, if Best Industry Practice
dictates.

21. Vulnerability
Management

The Supplier must have policies and procedures established, supporting processes /
organisational measures, and technicalmeasuresimplemented, for effective
monitoring, timely detection and remediation of vulnerabilities within Supplier-owned
or managed applications, infrastructure network and systemcomponents to ensure
the efficiency ofimplemented security controls.

Vulnerability management should cover, but need not be limited to, the following
areas:

e Definedroles, responsibilities, and accountabilities for monitoring, reporting,
escalation, and remediation.

e Appropriate toolsandinfrastructure forvulnerability scanning.

e Conduct vulnerability scans ona routine basis (as regularly as dictated by Best
Industry Practice) thateffectively identify known and unknown vulnerabilities
across all assetclasses in the environment.

If this controlis not implemented,
attackers could exploit
vulnerabilities within systemsto
carry out cyber-attacks, which may
resultinregulatoryand
reputational damage.
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e Utilizearisk-rating processto prioritise the remediation of discovered
vulnerabilities.

e Establisha vulnerability remediation validation process that quickly and
effectively verifiesremediationof vulnerabilitiesacross allasset classesin the
environment.

e Ensure vulnerabilities are effectively addressed through robust remediation
activities and patch management to reduce therisk of vulnerability
exploitation (remediationto occurina timely fashionandinaccordance with
Best Industry Practice).

e Regularly compare the results from consecutive vulnerability scans to verify
that vulnerabilities have beenremediated in a timely manner.

For Supplier services related to Hosting infrastructure / applications on behalf of
Barclays,

e The Suppliermustimmediately notify Barclaysifany Critical/High
vulnerabilitiesare identified.

e Suppliermust remediate vulnerabilities inline with the table below orin
agreementwith Barclays (Chief Security Office - ECAMteam).

Priority Rating Closure Days (maximum)
P1 Critical 15
P2 High 30
P3 Medium 60
P4 Low 180
P5 Informational 360

All security issues and vulnerabilities, which could have a material effect on Barclays’
hostinginfrastructure/ web applications provided by the Supplier, that the Supplier
has decided to risk accept must be communicated / notified to Barclays promptly and
agreedinwriting with Barclays (Chief Security Office - ECAMteam).
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22. Patch
Management

The Supplier must have policies and procedures established, supporting business
processes / organisational measures, and technical measuresimplemented, to monitor
/ track the need for patching and deploy security patchesto managed the entire
Supplierenvironment/estate.

The Supplier must ensure that the latest security patchesare applied to systems/
assets / Networks/applicationsina timely manner, andinaccordance with Best
Industry Practice, ensuring that:

e Suppliershouldtest all patcheson systemsthataccurately represent the
configuration of the target production systems before deployment of the
patchto productionsystems and that the correctoperation of the patched
service is verified afterany patching activity. If a system cannot be patched,
deploy appropriate countermeasures.

e AllkeyIT changes priortoimplementation must be logged, tested and
approved via anapproved, robust change management process to prevent
any service disruption or security breaches.

e Suppliermust ensure that patchesare reflectedin production and disaster
recovery (DR) environments.

If this controlis not implemented,
services may be vulnerableto
security issues which could
compromise consumer data, cause
loss of service orenable other
malicious activity.

23. Threat
Simulation/
Penetration Testing/
IT Security
Assessment

The Supplier must engage with anindependent qualified security provider to perform
anlT security assessment / threat simulation covering IT infrastructure including
disasterrecovery site and web applications related to the service(s) that the Supplier
provides to Barclays.

This must be undertakenat least annually to identify vulnerabilities that could be
exploitedto breach the confidentiality of Barclays Data through cyber-attacks. All
vulnerabilitiesmust be prioritised and tracked to resolution. The testmust be
undertakeninline with BestIndustry Practice.

ForSupplier services related to Hosting infrastructure/ application on behalf of
Barclays,

e The Suppliermustinformandagree on the scope of security assessmentwith
Barclays, inparticular start and end date/times, to preventdisruption to key
Barclays’ activities.

e Anyorallissues whichare risk accepted must be communicated and agreed
with Barclays (Chief Security Office - ECAMteam).

If this controlis not implemented,
Suppliers may be unable to assess
the cyberthreats theyface and the
appropriatenessand strength of
their defenses.

Barclays information may be
disclosedand/orloss of service
may occur leading to regulatory or
reputational damage.
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e Supplier should share the latest security assessment report on an annual basis
with Barclays (Chief Security Office - ECAM team)

e Suppliermustimmediately notify Barclays if any Critical/ High vulnerabilities
are identified.

e Suppliermust remediate vulnerabilities in line with the table below orin
agreementwith Barclays (Chief Security Office - ECAMteam).

Priority Rating Closure Days (maximum)
P1 Critical 15
P2 High 30
P3 Medium 60
P4 Low 180
P5 Informational 360

24. Cryptography e Cryptography Rationale — The Supplier must document the rationale for utilising Upto date and appropriate
cryptographic technology and review this to ensure thatit is still fit for purpose. encryption protectionand

e Cryptography Lifecycle Procedures - The Supplier must hold and maintaina algorithms ensures the continued
documented et of cryptography lifecycle management proceduresdetailingthe | protection of Barclays Information
endtoend processes forkey management from generation, loading, distribution | Assets.
todestruction.

e Manual operations approval - The Supplier must ensure allhuman managed
events forkeys and digital certificates, includingthe registration and generation of
new keys and certificates, areapproved at an appropriate level and a record of the
approval retained.

e Digital Certificates - The Supplier must ensure all certificatesare procured froma
set of approved and vetted Certificate Authorities (CA) which have revocation
services and certificate management policiesand must ensure Self Signed
certificates are only utilised where technically unable to support a CA based
solutionand must have manualcontrols in place to ensure the integrity,
authenticity of the keys and timely revocation and renewalis achieved.
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Key generationand cryptoperiod - The Supplier must ensure that allkeys must be
randomly generated by either certified hardware ora Cryptographically Secure
Pseudo Random Number Generator (CSPRNG) in software.

o The Suppliermust ensure that all keys must then be subjectto a limited
and defined cryptoperiod lifetime by which time they are replaced or
deactivated. This must also be inline with NationalInstitute of Standards
and Technology (NIST) and applicable BestIndustry Practice.

Key Storage Protection - The Supplier must ensure that secret/private
cryptographickeys only exist in the following forms:

o Inthe cryptographic boundary of a hardware certified security
device/module.

o Inencryptedformunderanotherestablished or password derived key.

o Insplit component partssplit between distinct custodian groups.

o Clearinhost memory forthe period of the cryptographic operation, unless
requiredin HSM protection.

The Suppliermust ensure that keys are generated and held within the boundary of
the memory of HSMs for high risk keys. This includes;

o Keysforregulated serviceswhere HSMs are mandated.

o Certificatesrepresenting Barclays from public CAs.

o Root, Issuing, OCSP and RA (registration authority) Certificates used for
issuance of Certificates protecting Barclays services.

o Keys protecting stored aggregated repositories of keys, authentication
credentialsorPll data.

Keybackup and storage - The Supplier maintains a backup of all keys to prevent
the service frombeinginterruptedif the keys become corrupted or require
restoration. Accessto the back-upsare restricted to secure locations under split
knowledge and dual control. Key backups must haveat leastas strong
cryptographic protection overthemas the keysin use.

Inventory - The Supplier maintains a complete and up-to-dateinventory of
cryptographic use inthe services they provide to Barclays that deftails all
cryptographickeys, digital certificates, cryptography software and cryptographic
hardware managed by the Supplier to prevent damagein case of anincident. Itis
evidenced by signing of the inventory reviewed at least every quarter and provided
toBarclays. The inventoriesmust include where relevant:

o IT supportteam

o Relatedassets
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o Algorithms, key length, environment, key hierarchy, certificate authority,
fingerprint, key storage protection and technicaland operational purpose.

e Functionaland operational purpose - Keys must have a single functional and
operational purpose and not be shared between multiple servicesor beyond
Barclays services.

e Audit trails - Supplier shall perform and retain evidence of an auditable records
review every quarterata minimum forall key and certificate lifecycle management
events that demonstrate a complete chain of custody for all keys including
generation, distribution, loading and destruction to detect any unauthorized
usage.

e Hardware - The Supplierstoresthe hardware devices in secure areasand
maintains an audit trail throughout the key lifecycle to ensure that the chain of
custody of cryptographic devices is not compromised. This trail is reviewed on a
quarterly basis.

o The Suppliermust ensure cryptographic hardware is certified to at least
FIPS140-2 Level 2 and achieving Level 3in Physical Security and
Cryptographic Key Management or PCIHSM. The Supplier may choose to
allow Chip Based smartcardsor FIPS certified e-Tokensas acceptable
hardware for storing keys representingand held by individual people or
customers whenheld off site.

e Keycompromise - The Supplier maintains and monitors a key compromise planto
ensure replacementkeys are generated independently of the compromised key to
prevent the compromised key from providing any information regarding its
replacement. If a compromise incident occurs, Barclays should be notified at
Barclays Chief Security Office (CSO) Joint Operations Centre (JOC) -
gcsojoa@barclays.com

e Strengthofalgorithms and keys - The Supplierensuresthat thealgorithmsand
length of keys in use are compliant with National Institute of Standardsand
Technology (NIST) and applicable Best Industry Practice.

25. Cloud Computing | The Suppliermust ensure that cloud service used for Barclays service(s) must have a If this cloud controlis not

well-defined security controls framework to protect the core concepts of implemented, Barclays Data could
confidentiality, integrity, and availability and to ensure that security controls are in be compromised, which may result
place and operating effectively to protect Barclays service(s). The Supplier should be in regulatory orreputational

certified to ISO/IEC 27017 or 27007 or SOC 2 or similar cloud security framework or damage.
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Best Industry Practice to have anestablished and security measures implemented to
ensure that all use of cloud technology is secure.

Ensure that cloud service provideris certified to BestIndustry Practice, including
appropriate controls equivalent to thelatest version of the Cloud Security Alliance,
Cloud Controls Matrix (CCM).

The Supplieris responsible forensuring data security controls related to Barclays
Information Assets / Data including Personal Data within the cloud and the cloud
service provider CSP’s is responsible for the security of the cloud service. Supplier
remains responsible for configuration and monitoring of implementing security
controls to protect fromany Security Incidents including databreaches.

Suppliermust implement security measuresacross all aspectsof the service being
suppliedincluding the cloud shared responsibility model, such that it safeguards the
confidentiality, integrity, availability and accessibility by minimising the opportunity of
unauthorisedindividuals from gaining access to Barclays Information and the services
utilised by Barclays. Cloud security controls should cover, but need not be limited to,
the following domains for deployment models (laaS/PaaS/SaaS):

Governance & Accountability mechanisms

Identity and Access Management

Network Security (including connectivity)

Data Security (Transit/Rest/Store)

Cryptography, Encryption and Key Management - CEK
Loggingand Monitoring

Virtualization

Services Segregation

Barclays Information Assets/ Data including Personal Data storedin the cloud as part
of the service to Barclays mustbe approved by Barclays (Chief Security Office - ECAM
team).

Where sensitive data (personal andrestricted) is being held with a cloud service
provider, the Supplier shall furnish Barclays will the locations, datazones, and failover
data zones wherethis data will be held.
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26. Bank Dedicated
Space (BDS)

Forservices provided which require formal Bank Dedicated Space (BDS), specific BDS | If this controlis not implemented,
physical and technicalrequirements must be in place. (IfBDSis a requirement forthe | appropriate physical and technical
service, the control requirements would be applicable.) controls may not be inplace

. . leading to service delays or
The different types of BDS are: disruption or Cyber Security
Tier 1 (Firstclass) - The entire ITinfrastructure is managed by Barclays via the breaches / Security Incidents
provision of a Barclays managed LAN, WAN & Desktop to a Supplier site witha Barclays | occurring.
dedicatedspace.

Tier2 (Business class) - The entire ITinfrastructure is managed by the Supplier and
connects to Barclays Internet gateways - LAN, WAN & Desktop devices is owned and
managed by the Supplier.

Tier 3 (Economy class) —The entire ITinfrastructureis managed by the Supplier and
connects to Barclays Internetgateways - LAN, WAN & Desktop devices is owned and
managed by the Supplier.

26.1 BDS - Physical
Separation

The physical area occupied must be dedicated to Barclays and not shared with other companies / vendors. It should be
logically and physically segregated.

26.2 BDS - Physical
Access Control

e Suppliermust have a physical access processthatcovers access methods and authorisation to BDS where services are
provided.
e Ingressandegress toBDS areasmust be constrained and monitored by physical access control mechanismsto ensure
that only authorized personnel are allowed access.
e Anauthorisedelectronicaccesscardtoaccess the BDS areasof the premises.
e Suppliermust conduct ona quarterly basis checks to ensure only authorised individuals are provided with BDS access.
Exceptions are investigated thoroughly through to resolution.
Access rights are removed within 24 hours for all leavers and movers (and appropriate records to be kept).
Utilise guards to routinely patrol the BDS interior to effectively identify unauthorized access or potentially malicious
activity
e Secure automatic controlsmust be operating foraccessto BDS including:
If for authorised personnel:
o PhotolD badge whichis visible at all times
o proximity cardreaders are implemented
o Anti-passback mechanismis enabled
e Suppliermust have processes and proceduresfor the control and monitoring of external persons, including 3rd Party s
with physical accessto BDS areasforthe purpose of maintenanceand cleaners.
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26.3 BDS- Video
Surveillance

e Implement video surveillancefor BDS areas to effectively detect unauthorized access or malicious activity and aidin
investigations.
Allentry and exit points of BDS area to be video surveillance.
security camerasare positioned appropriately and provide clearandidentifiableimages atall times to capture malicious
activityand aidininvestigations.

The Supplier must store the captured CCTV footage for 30 days and all CCTV recordings and recorders must be securely
located to prevent modification, deletion or the 'casual' viewing of any associated CCTV screensand access to the recordings
must be controlled and restricted to authorised individuals only.

26.4 BDS - Access to
Barclays Network
andBarclays
Authentications
Tokens

e Everyindividual usermust only authenticate to the Barclays network from the BDS using a Barclays provided multi factor
authentication token.

e Suppliermust maintain records of individuals who have been provided Barclays authentication tokensand Supplier must
perform a reconciliation ona quarterly basis.

e Barclays will deactivate authentication credentials upon notification thataccess is no longer needed (e.g. employee
termination, projectreassignment, etc.) within twenty-four (24) hours.

e Barclays will promptly deactivate authentication credentials where such credentials have not been used fora period of
time (such period of non-use not to exceed one month).

e Services which has remote printing access via a Barclays Citrix application must be approved and authorized by Barclays
(Chief Security Office —ECAM Team). The Supplier must maintain records and perform a quarterly reconciliation.

Referto control - 12. Remote Working (Remote Access)

26.5BDS- Out of
Office Support

Remote Access to BDS environmentis not provided by default for out of office hours/out of business hours/ work from
home support. Any Remote Access must be approved by relevant Barclays teams (including Chief Security Office —ECAM
team).

26.6 BDS - Network
Security

e Maintainan up-to-date inventory of all of the organisation’s network boundaries (through a Network
Architecture/Diagram).

e Thedesignandimplementation of the network must be reviewed at least annually.

e BDSnetwork must be logically segregated from Supplier’s corporate network by a Firewall and allinbound and outbound
trafficto be restricted and monitored.

¢ Routing configuration must ensure only connections to the Barclays network and must not route to any other Supplier
networks.

e Supplier Edge router connecting to Barclays extranet gateways must be securely configured with a concept of limiting
controls of ports, protocols and services;

o Ensure thatlogging and monitoringmust be enabled.
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BDS network must be monitored and only authorised devices must be allowed through appropriate network access
controls

Referto control - 10. Boundary and Network Security

26.7 BDS—Wireless
Network

Wireless networks must be disabled for Barclays network segment to provision Barclays services.

26.8 BDS - Endpoint
Security

Secure desktop builds must be configured inaccordance with Best Industry Practice for computerswithin the BDS network.

Best Industry Practicesmust be put in place and BDS endpoint devices security build must have, but need not be limited to:

e DiskEncryption;

e Disable allun-needed software/services/ports;

e Disable administration rights access forlocal user;

e SupplierPersonnel willnot be allowed to change the basic settingslike default Service Pack, and default services
etc.;

e USBport must be disabled to prohibit copying of Barclays data to external media;

e Updatedwiththelatestanti-virussignaturesand security patches;

e Dataloss prevention limited to no cut-copy-paste and print-screen or print capture toolof Barclays data;

e By default, printeraccess must be disabled;

e Sharing/ Transferring of Barclays Information Assets / Datashould be disabled using instant messaging tools/
software;

e Capabilityand processes to detect unauthorised softwareidentified as maliciousand prevent installation of
unauthorised software;

Referto control - 16. Endpoint Security

26.9 BDS - Emailand
Internet

o Network connectivity must be securely configured to restrictemail and internetactivity on the BDS network.
e Suppliermust restrict the ability to access social networking sites, webmail services and sites with the ability to store

information on the internet like google drive, Dropbox, iCloud.
Unauthorised transfer of Barclays data outside the BDS network must be protected from Dataleakage:
e Email
e Internet/Web Gateway (including online storageand webmail)
Enforce network-based URL filters that limita system ability to connectto only Internal or Internet websites of Supplier
organisation

e Blockall attachmentsand/ or upload feature to websites.
e Ensure that only fully supported web browsers and email clientsare allowed.
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26.10BDS-
BYOD/Personal
Device

Personal devices/ BYOD must not be allowed to access Barclays environment and/or Barclays data

Right of Inspection

The Suppliermust allow Barclays, upon Barclays giving not lessthan ten (10) Business
Days writtennotice, to conduct a security review of any site or technology used by the
Supplierorits Sub-contractors to develop, test, enhance, maintain or operate the
Supplier Systems usedin the Services, inorder to review the Supplier’s compliance
withits obligations. The Supplier must also allowBarclaysto carry out aninspection
on atleast anannual basisorimmediately aftera Security Incident.

Any non-compliance of controls identified by Barclays during aninspection must be
risk assessed by Barclaysand Barclays should specify a remediation timeframe. The
Supplier should then complete any required remediation within that timeframe.

The Supplier must provide all assistance reasonably requested by Barclays in relation to
anyinspection and documentation submitted during inspection needs to be
completedandreturnback to Barclays.

If not agreed, Suppliers willbe
unable to provide full assurance of
compliance to thesesecurity
obligations.
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Appendix A: Glossary

Definitions

Account A set of credentials (for example, a user ID and password) through which access to anIT system is managed using logical acce ss controls.

Backup, Back-up A backup or the process of backing up refers to making copies of data so that these additional copies may be used to restore the original after a
data loss event.

Bank Dedicated Space Bank Dedicated Space (BDS) means any premises in the possession or control of a Supplier Group Member or any Subcontractor that is
exclusively dedicated toBarclays and from which the Services are performed or delivered.

Best Industry Practice Using best and current market leading practices, processes, standards, and certifications; and exercising that degree of skill and care which

would reasonably be expected from a highly skilled, experienced, and market leading professional organisation engagedin the provision of
services which are the same as or similar to the services provided to Barclays.

BYOD Bring your own devices

Cryptography The application of mathematical theory to develop techniques and algorithms that can be applied to data to ensure goals such as
confidentiality, data integrity and/or authentication.

Cyber Security The application of technologies, processes, controls, and organisational measures to protect computer systems, networks, programs, devices,

and data from digital attacks which may involve (but are not limited to), unauthorised disclosure, destruction, loss, alteration, theft of or
damage to hardware, software, or Data.

Data A recording of facts, concepts or instructions on a storage medium for communication, retrievaland processing by automatic means and
presentation asinformation thatis understandable by humans.

Denial of Service (Attack) An attempt to make a computer resource unavailable to its intended users.
Destruction / Deletion The act of overwriting, erasing or physically destroying information such that it cannot be recovered.
ECAM External Cyber Assurance and Monitoring team which assess the security posture of Supplier
Encryption The transformation of a message (data, voice or video) into a meaningless form that cannot be understood by unauthorised readers.
This transformation is from plaintext format into cipher text format.
HSM Hardware Security Module. A dedicated device which provides secure cryptographic key generation, storage and use, including a cceleration of

cryptographic processes.

Information Asset Any information that has value, considered in terms of its confidentiality, integrity, and availability requirements. Or
any singular piece or grouping of Information that has a value for the organisation.
Information Asset Owner The individual within the organisation who is responsible for classifying an assetand ensuring that it is handled correctly.
Least Privilege The minimum level of access/permissions which enables a User or account to perform their business role.
Network Device/ Any IT device thatis connected to a network thatis used to manage, support or control a network. This could include, but is not limited to
Networking Equipment routers, switches, firewalls, load-balancers.
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Malicious Code

Software written with the intent to circumvent the security policy of an IT system, device or application. Examples are computer viruses, Trojans
and worms.

Multi-Factor Authentication
(MFA)

Authentication requiring two or more different authentication technigues. One example is the use of a security token, where successful

authentication relies upon something that the individual holds (i.e. the security token) and something the user knows (i.e. the security token
PIN).

Personal Data

Any information related to an identified or identifiable natural person (“data subject”); anidentifiable naturalperson is one who can be
identified, directly or indirectly, in particular by reference to anidentifier such asa name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural, or social identity of that natural
person.

Privileged Access

Designation of special (above standard) access, permissions, or abilities to a user, process, or computer.

Privileged Account

An account that provides anelevated level of control over a specific IT system. These accounts are typically used for system maintenance,
security administration or configuration changes toan IT system.

Examples include ‘Administrator’, ‘root’, Unix accounts with uid=0, Support Accounts, Security Administration Accounts, Syste m Administration
Accounts and local administrator accounts

Remote Access

Technology and techniques used to give authorised users access to anorganisation’s networks and systems from an off-site location.

System A system, in the context of this document, is people, procedures, IT equipment and software. The elements of this composite e ntity are used
togetherin the intended operational or support environment to perform a given task or achieve a specific purpose, support, or mission
requirement.

Should This definition means that the implications will be fully understood and carefully assessed.

Security Incident

Security Incidents are defined as those events which include, but are not limited to:

e Attempts (either failed or successful) to gain unauthorised access to a system or its data.

e Unwanted disruption or denial of service.

e Unauthorised use of a system for the processing or storage of data.

e Changes to the system hardware, firmware or software characteristics without the owner’s knowledge, instruction or consent.
e Anapplication vulnerability which resultsin unauthorised access to data.
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Appendix B: Barclays Information Labelling Schema

Table B1: Barclays Information Labelling Schema

Label Definition

Secret

Information must be classified as Secretifits unauthorised
disclosure would have an adverse impact on Barclays, assessed
under the Enterprise Risk Management Framework (ERMF) as
“Critical” (financial or non-financial).

This information is restricted to a specific audience and must not be
distributed further without the originator’s permission. The audience
may include externalrecipients at the explicit authorisation of the
information owner.

Examples

Information on potential mergers or acquisitions

Strategic planning information —business and organisational
Certaininformation security configuration information
Certain audit findings and reports

Executive committee minutes

Authentication or Identification & Verification (ID&V) details —
customer/client & colleague

Bulk volumes of cardholder Information

Profit forecasts or annual financial results (prior to public
release)

Any items covered under a formal Non-Disclosure Agreement
(NDA)

Restricted - Intemal

Information must be classified as Restricted - Intemal if the
expected recipients are only Barclays authenticated employees and
Barclays Managed Service Providers (MSPs) with an active contract
in place and which is restricted to a specific audience.

Unauthorised disclosure would have anadverse impact on Barclays,
assessed under the ERMF as “Major” or “Limited” (financial or non-
financial).

This Information is not intended for general distribution but may be
forwarded or shared by recipients according to the need-to-know
principle.

Strategies and budgets

Performance appraisals

Staff remuneration and Personal Data
Vulnerability assessments

Restricted - External

Information must be classified as Restricted - Externalifthe
expected recipients are Barclays authenticated employees and
Barclays MSPs with an active contract in place and which is
restricted to a specific audience or external parties that are
authorised by the information owner.

Unauthorised disclosure would have anadverse impact on Barclays,
assessed under the ERMF as “Major” or “Limited” (financial or non-
financial).

New product plans

Client contracts

Legalcontracts

Individual/low volume customer/client Information intended to
be sent externally

Customer/client communications.

New issue offering materials (e.g. prospectus, offering memo)
Final research documents

Non-Barclays Material Non-Public Information (MNPI)

All research reports
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This Information is not intended for general distribution but may be | e Certain marketing materials
forwarded or shared by recipients according to the need-to-know e Market commentary
principle. e Audit findings and report
Unrestricted Information must be classified as Unrestricted if it is either intended | e Marketing materials
for generaldistribution, or would not have any negative impact on e Publications
the organisation if it were to be distributed. e Public announcements
e Job advertisements
e Information with no impact to Barclays

Table B2: Barclays Information Labelling Schema — Handling Requirements

*** System security configuration Information, audit findings, and personal records may be classed as either Restricted — Internal or Secret, depending on the impact of
unauthorised disclosure to the business

‘ Lifecycle Stage Secret Restricted — Internal Restricted — External

Create and Introduce e Assetsmust be assigned an e Assets must be assigned anInformation e Assets must be assigned an
Information Asset Owner. Asset Owner. Information Asset Owner.

Store o Assets (whether physical or electronic) e Assets (whether physical or electronic) e Assets (whether physical or electronic)
must not be stored where unauthorised must not be stored in public areas must not be stored where unauthorised
people may be able to view or access (including public areas within the premises people may be able to view or access
them. where visitors may have unsupervised them.

e Electronic assetsin storage must be access). e Electronic assetsin storage must be
protected through encryption or e Information must not be left in public areas protected through encryption or
appropriate compensating controls if within premises where visitors may have appropriate compensating controls if
there is a significant risk that unsupervised access. there is a significant risk that
unauthorised people may be able to unauthorised people may be able to
access them. access them.

e All private keys thatare used to protect
Barclays Data, identity and/or
reputation, must be protected by a FIPS
140-2 Level 3 or above certified
hardware security modules (HSMs).

Version 11.0 Dated October 2021 38



% BARCLAYS

Access & Use

Assets (whether physical or electronic)
must not be worked on or left
unattended where unauthorised people
may be able to view or access them.
Assets may be worked on if suitable
controls arein place (e.g. privacy
screens).

Printed assets must be printed using
secure printing tools.

Electronic assets must be protected by
appropriate Logical Access
Management controls

Assets (whether physical or electronic)
must not be left in public areas outside the
premises.

Assets (whether physical or electronic)
must not be left in public areas within the
premises where visitors may have
unsupervised access.

Electronic assets must be protected by
appropriate Logical Access Management
controls if required

Assets (whether physical or electronic)
must not be worked on or left
unattended where unauthorised people
may be able to view or access them.
Assets may be worked on if suitable
controls arein place (e.g. privacy
screens).

Printed assets must be retrieved
immediately from the printer. Ifthis is
not possible, secure printing tools must
be used.

Electronic assets must be protected by
appropriate Logical Access
Management controls.

Share

Hard copy assets must carry a visible
Information label on every page.
Envelopes containing hard copy assets
must carry a visible Information label on
the front and be sealed with a tamper-
evident seal. They must be placed
inside anunlabelled secondary
envelope prior to distribution.
Electronic assets must carry an obvious
Information label. Electronic copies of
multi-page documents must carry a
visible Information label on every page.
Assets must only be distributed using
systems, methods, or Suppliers
approved by the organisation.

Assets must only be distributed to
people employed by, or under an
appropriate contractual obligation to,
the organisation, or as part of a clearly
recognised business need such as
contract negotiation.

Assets must only be distributed to
people specifically authorised to receive
them by the Information Asset Owner.
Assets must not be faxed.

Hard copy assets must be given a visible
Information label. The label must be on
the title page at a minimum.

Electronic assets must carryan obvious
Information label.

Assets must only be distributed using
systems, methods, or Suppliers approved
by the organisation.

Assets must only be distributed to people
employed by, or under an appropriate
contractual obligation to, the organisation,
or as part of a clearly recognised business
need such as contract negotiation.

Hard copy assets must carry a visible
Information label. The label must be on
the title page at a minimum.

Envelopes containing hard copy assets
must carry a visible Information label on
the front

Electronic assets must carry an obvious
Information label. Electronic copies of
multi-page documents must carry a
visible Information label on every page.
Assets must only be distributed using
systems, methods, or Suppliers
approved by the organisation.

Assets must only be distributed to
people employed by, or under an
appropriate contractual obligation to,
the organisation, or as part of a clearly
recognised business needsuch as
contract negotiation.

Assets must only be distributed to
people with a business need to receive
them.

Assets must not be faxed unless the
sender has confirmed that the
recipients are ready to retrieve the
asset.
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Electronic assets must be encrypted
using anapproved cryptographic
protection mechanism when in transit
outside the internal network.

A chain of custody for electronic assets
must be maintained.

e Electronic assets must be encrypted

using anapproved cryptographic
protection mechanism when in transit
outside the internal network.

Archive and Dispose

Hard copy assets must be disposed of
using a confidential waste service.
Copies of electronic assets must also be
deleted from system “recycle bins” or
similar facilities in a timely manner.
Media on which Secret electronic
assets have beenstored must be
appropriately sanitised prior to, or
during, disposal.

Hard copy assets must be disposed of
using a confidential waste service.
Copies of electronic assets must also be
deleted from system “recycle bins” or
similar facilities in a timely manner

Hard copy assets must be disposed of
using a confidential waste service.
Copies of electronic assets must also be
deleted from system “recycle bins” or
similar facilities in a timely manner.
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Banking Secrecy

Additional controls only for
Banking Secrecy Jurisdictions
(Switzerland/Monaco)
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Control Area / Title

Control Description

Why this is important

1.

Rolesand
Responsibilities

The Supplier must define and communicateroles, responsibilities, and
accountabilities for the handling of Client Identifying Data (hereafter CID). The
supplier must review documents highlighting roles, responsibilities, and
accountabilities for CID afterany material change to the Supplier’s operating model
(or business) orat least once a yearand distribute themwith the appropriate
banking secrecy jurisdiction.

Key roles must include a senior executive, accountable for the protectionand
oversight of all activitiesrelated to CID (Pleaserefer to Appendix A for the definition
of CID). The number of CID accessing staff must be kept to the minimum, based on
the need-to-know principle.

Cleardefinitionof roles and
responsibilities supports the
implementation of the External
Supplier Control Obligations
Schedule.

2. CIDBreach

Reporting

Documented controls, processes, and procedures must be in place to ensure any
breaches that impact CIDsare reported and managed.

Any breach of the handling requirements (as defined in table B2) must be responded
toby the Supplierand reported to the corresponding Barclays entity subject to
Banking Secrecy immediately (at thelatest within 24 hours). Anincident response
process for timely handling and regular reporting of events involving CID must be
established and regularly tested.

The Supplier must ensure that identified remedial actions following anincidentare
addressed with a remediation plan (action, ownership, delivery date) and shared and
agreed with the corresponding banking secrecy jurisdiction. Remedialaction should
be taken by the Supplierina timely fashion.

In case the external supplier provides consultancy services, and an employee of that
supplier has triggered data loss preventionincidents, the Bank will notify the incident
to the Supplierand where applicable the Bank has the right to request replacement
of the employee.

An incident response processhelps
toensure that incidents are quickly
contained and prevented from
escalating.

Any breach thatimpact CID could
have strong reputational, damage to
Barclays and couldleadto fines and
loss of the banking license in
Switzerland or Monaco
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3. Educationand Supplieremployeesthatdo have accessto CIDs and/or handlethem mustcomplete | Educationandawareness supports
awareness a training® which covers the CID Banking Secrecy Requirements, afteranychangein | all othercontrols within this
regulations orat least once a year. schedule.
The Supplier must ensure that all new supplier employees (thathave accessto CIDs
and/orhandle them), within reasonable time period (circa 3 months), complete
training which ensures they understand their responsibilities with regards to CID.
Suppliermust keep track of employeesthat completed training.
* banking secrecy jurisdictions to provide guidance onthe training expected content.

4. Information Where appropriate*, the Supplier must apply the BarclaysInformation Labelling A complete and accurateinventory
Labelling Schema (Table E1 of Appendix E), oranalternative scheme that is agreed with the of Information assets is essential for
Schema banking secrecyjurisdiction, to all Information Assets held or processed on behalf of ensuring appropriate controls.

the banking secrecy jurisdiction.

The handling requirements for CID data are providedin Table E2 of Appendix E.

* “where appropriate” refers to the benefit of labelling balanced against the
associatedrisk. Forexample, it would be inappropriate to labela document if doing
sowould breach requlatory anti-tampering requirements.

5. Cloud All use of cloud computing and/orexternalstorage of CID (inservers out of the If this principle is not implemented,
Computing/ banking secrecyjurisdiction orout of the Supplierinfrastructure) used as part of the inappropriately protected Customer
External Storage | service tothatjurisdiction must be approved by corresponding relevantlocal teams data (CID) could be compromised,

(including Chief Security Office, Complianceand Legal); and controls must be which may resultinlegal and
implementedinaccordancewith the laws and regulationsapplicablein regulatory sanction, or reputational
corresponding banking secrecy jurisdiction to protect CID information with regards damage.

to the high-risk profile they present.
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Appendix C: Glossary

** Client Identifying data are special data due to the Banking Secrecy lawsin force in Switzerland and Monaco. As such, the controlslisted here are
complement to thoselisted above.

Term ‘ Definition

CID Client Identifying Data

CIs Cyberand Information Security

Supplieremployee Any individual directly assigned to the Supplier as a permanent employee, or any individual providing servicesto the

Supplierona limited period of time (such as a consultant)

Asset Any singular piece or grouping of information thathas a value for the organisation

System A system, in the context of this document, is people, procedures, IT equipmentand software. The elements of this
composite entity are used togetherin the intended operational or support environment to perform a given task or
achieve a specific purpose, support, or mission requirement.

User An account appointed to a Supplieremployee, consultant, contractor oragency workerwho has authorised access to a
Barclays owned system without elevated privileges.
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Appendix D: CLIENT IDENTIFYING DATA DEFINITION

Direct CID (DCID) can be defined as unigue identifiers (owned by the client), which allow, as is and by itself, to identify a client withoutaccess to
datainBarclays banking applications. This must be unambiguous, not subjectto interpretation, and caninclude suchinformation as first name, last
name, company name, signature, social network ID etc. Direct CID refers to clientdata thatis not owned or created by the ba nk.

Indirect CID (ICID) is splitupinto 3 levels

e L1 ICIDcanbe definedas unique identifiers (owned by the Bank) which allowto uniquely identify a clientin the case swhere accessto banking
applications or other third party applications is provided. The identifier must be unambiguous, not subject to interpretation, and caninclude
identifiers such as the account number, the IBAN code, credit card number, etc.

e L2 ICIDcanbe definedasinformation (owned by the client) which, in combination with another, would provide inference to the identity of a
client. While this information cannotbe used toidentify a client onits own, it can be used with otherinformation to identify a client. L2 ICID
must be protected and managed with the samerigoras DCID.

e L3 ICIDcanbe definedas unique but anonymised identifiers (owned by the Bank) which allow toidentify a clientifaccess to banking
applicationsis provided. The differencewith L1 ICID is the Information Classification as Restricted - External instead of banking secrecy,
meaning they are not subjectto the same controls.

Please referto Figure 1 CID Decision Tree foran overview of the classification method.

DirectandIndirect L1 ICID must not be shared with any personlocated outside of the Bank and must respect the need-to-know principleat any
time. L2 ICID can be shared on a need-to-knowbasis, but must not be shared in conjunction with any other piece of CID. By sharing multiple pieces
of CID there is a possibility of creating a 'toxic combination' which could potentially reveal theidentity of a client. We d efine a toxic combination
startingfromat leasttwo L2ICID. L3ICID canbe shared as they are not classified as Banking Secrecy level information, unless recurrent usage of
the same identifier canresultinthe gathering of sufficient L2 ICID datato revealthe identity of the client.
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Information Classification Banking Secrecy

Classification Direct D (DCID)

Type of Information Client name

Company name

Account statement
Signature

Social network ID
Passport number
Phone number
Email address

Job title or PEP title
Artist Name

IP Address

Fax number

Indirect (L1)

Container number / Container ID

MACC (money account under an
Avalog Container ID) number

SDS 1D

IBAN

eBanking logon details
Safe deposit number
Credit card number
SWIFT message

Business Partner Internal ID

Indirect CID (ICID)
Potentially Indirect (L2)
Place of Birth

Date of birth

Nationality

Title

Family situation

Post code

Wealth situation

Large Position/Transaction Value
Last Customer Visit
Language

Gender

CC Expiration Date
Primary Contact Person
Place of Birth

Account Opening Date

I mpersonal Identifier (L3)

Any strictly internal
identifier of CID
hosting/processing
application

Dynamic identifier

CRM Party Role ID

External container ID

Example: If you send an email or share any document with external people (including third parties in Switzerland/Monaco) or internal colleagues in another
affiliate/subsidiary located in Switzerland/Monaco or other countries (e.g. UK)
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1. Clientname

(DCID) = Banking Secrecy Breach

2. Container ID

(LT ICID)= Banking Secrecy Breach

3.  Wealth situation+ Nationality

(L2ICID) + (L2 ICID) = Banking Secrecy Breach

Data

—|— Who has created the client information ?

Client

-+

Canwe identify the client with this unique information from

YES

|

Direct CID

y

NO

v

YES

y

Indirect CID— L2 Classified as “Restricted - Internal” Information

'
v

outside the bank?

NO

v

Bank

+

v

NO

Can we identify the client with one or more
pieces of complementary information?

YES

|

Indirect CID— L1

v
v

YES
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Appendix E: Barclays Information Labelling Schema

Table E1: Barclays Information Labelling Schema

** The Banking Secrecy labelis specific to Banking Secrecy jurisdictions.

Label Definition

Banking Secrecy

Informationwhichis related to any Swiss, Direct or Indirect

Client Identifying Data (CID). The ‘Banking Secrecy”
classification applies to information whichis related to any
Direct orIndirect Client Identifying Data. Therefore, access
by all employees, evenlocatedin the owningjurisdictionis
not appropriate. Access to thisinformationis only required
by those with a need-to-know to fulfil their official duties or
contractual responsibilities. None authorised disclosure,
access orsharingbothinternally and externally of the entity
of suchinformation may have a criticalimpact and may
lead to criminal proceedings and have civil and
administrative conseguencessuchas fines andloss of the
bankinglicense, ifit were disclosed to unauthorised
personnel bothinternally and externally.

Client name
Client address
Signature

Client’s IPaddress (further examplesin appendix
D)

| Examples

‘Labd

Secret

Definition

Information must be classified as Secretifits unauthorised
disclosure would have anadverseimpacton Barclays,
assessed underthe Enterprise Risk Management
Framework (ERMF) as “Critical” (financial or non-financial).

This informationis restricted to a specificaudience and
must not be distributed further without the originator’s

Examples

e Information on potential mergers oracquisitions.

e Strategicplanninginformation—businessand
organisational.

e Certaininformation security configuration
information.

e Certainaudit findingsandreports.

e [Executive committee minutes.

e Authentication orldentification & Verification (ID&V)
details — customer/client & colleague.
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permission. The audience may include external recipients
at the explicit authorisation of the information owner.

Bulk volumes of cardholder Information.

Profit forecasts orannual financial results (prior to
publicrelease).

Any items covered under a formal Non-Disclosure
Agreement (NDA).

Restricted —Internal

Information must be classified as Restricted - Internal if the

external parties that are authorised by the information
owner.

Unauthorised disclosure would have anadverseimpacton
Barclays, assessed under the ERMF as “Major” or “Limited”
(financial or non-financial).

This Informationis not intended for general distribution
but may be forwarded or shared by recipients according to
the need-to-know principle.

o ) e Strategies andbudgets.
expectedrecipientsare only Barclaysauthenticated e  Performance appraisals.
employees and Barclays Managed Service Providers e Staffremunerationand Personal Data.
(MSPs) withanactive contractin place and whichis e Vulnerability assessments.
restricted to a specificaudience. e Audit findings andreports.
Unauthorised disclosure would have anadverseimpacton
Barclays, assessed under the ERMF as “Major” or “Limited”
(financial or non-financial).
This Informationis not intended for general distribution
but may be forwarded or shared by recipients according to
the need-to-know principle.
Restricted—External | Information must be classified as Restricted - External if
- _ e New product plans.
the expected recipients are Barclays authenticated e Client contracts.
employees and Barclays MSPs with anactive contract in e Legal contracts.
place andwhichis restricted to a specific audience or o Individual/low volume customer/client Information

intended to be sent externally.

Customer/client communications.

New issue offeringmaterials (e.g. prospectus, offering
memo).

Final research documents.

Non- Barclays Material Non-Public Information
(MNPI).

Allresearchreports

Certain marketing materials.

Market commentary.
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Unrestricted Information eitherintended for generaldistribution, or
which would not have anyimpact onthe organisationifit
were to be distributed.

Marketing materials.

Publications.

Publicannouncements.

Job advertisements.

Information with no impact to Barclays.

Table E2: Information Labelling Schema — Handiing Requirements

** Specific handling requirementsfor CID data to ensure their confidentiality as per regulatory requirements

Lifecycle Stage [Banking Secrecy requirements

Labelling o

Creation and As per "Restricted-Externaland:

Assets must be assigned an CID Owner.

Store As per “Restricted-External” and:

Assets must only be stored onremovable media foras long as explicitly required by a specific business need, regulators
or external auditors.

Large Volumes of Banking Secrecy Information Assets must not be stored ongortable devices/media. Formore
information, contact localCyberand Information Security Team (hereafter CIS).

Assets (whether physicalorelectronic) must not be stored where unauthorised people may be able to view oraccess
them, according to the need-to-know or need-to have principle.

Secure workplace practices such as Clear Desk and Desktop locking must be followed for safekeeping of assets
(whether physicalorelectronic).

Removable mediainformation assets must only be used for storage foras longas it is explicitly required, and locked
awaywhennotinuse.

Ad-hoc data transfers to portable devices/mediarequiresthe dataowner, compliance and CIS approval.

Access & Use As per “Restricted-External” and:

é\ssets )must not be removed / viewed off site (Barclays premises) without formalauthorisation from the CID Owner (or
eputy).

Assets must not be removed / viewed out of the client booking jurisdiction without formalauthorisation from the CID
Owner (or deputy) and the client (waiver/ Limited Power of Attorney).
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e Secure remote working practices, ensuring no shoulder surfingis possible, must be followed when taking physical
assets off site.

e Ensure that unauthorised persons cannotobserve oraccess the electronic assets containing CID through the use of
restricted access to businessapplications.

Share As per “Restricted-External” and:

e Assetsmustonlybe distributedinaccordance with the “need to know principle” AND within the originating Banking
Secrecyjurisdiction’sinformation systems and staff.

o Assets bleing transferred onanad-hoc basis using removable media requires the information asset ownerand CIS
approval.

e Electroniccommunications must be encrypted whilein transit.
e Assets (hard copy) sent by mail must be delivered using a service thatrequires a confirmation receipt.
e Assetsmust onlybe distributed in accordance with the “need to know principle”.

Archive and As per “Restricted-External”
Dispose

*** System security configuration information, audit findings, and personal records may be classed as either Restricted — Internal or Secret, depending
on the impact of unauthorised disclosure to the business
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Lifecycle Stage = Restricted —Internal

Createand
Introduce

Assets must be assigned an
Information Asset Owner.

Restricted —External Secret

Assets must be assigned an
Information Asset Owner.

Assets must be assignedan
Information Asset Owner.

Store

Assets (whether physicalor
electronic) must not be storedin
publicareas (including public
areas withinthe premises where
visitors may have unsupervised
access).

Information must not be left in
publicareas within premises
where visitors may have
unsupervised access.

Assets (whether physicalor
electronic) must not be stored
where unauthorised people may
be able to view oraccess them.
Electronicassets in storage must
be protected through encryption
or appropriate compensating
controlsifthereis asignificant
risk that unauthorised people
may be able toaccess them.

Assets (whether physicalor
electronic) must not be stored
where unauthorised people may
be able to view oraccess them.
Electronicassets in storage must
be protected through encryption
or appropriate compensating
controlsifthereis asignificant
risk that unauthorised people
may be able to access them.

All private keys that are used to
protect Barclays Data, identity
and/orreputation, mustbe
protectedbya FIPS 140-2 Level
3 or above certified hardware
security modules (HSMs).

Access & Use

Assets (whether physicalor
electronic) must not be leftin
publicareas outsidethe
premises.

Assets (whether physicalor
electronic) must not be leftin
public areas within the premises
where visitors may have
unsupervised access.
Electronicassets must be
protected by appropriate Logical
Access Managementcontrolsif
required

Assets (whether physicalor
electronic) must not be worked
on or left unattended where
unauthorised people may be
able toview oraccess them.
Assets may be worked onif
suitable controls are inplace
(e.g. privacy screens).

Printed assets must be retrieved
immediately fromthe printer. If
thisis not possible, secure
printing tools must be used.

Electronicassets must be
protected by appropriate Logical
Access Managementcontrols.

Assets (whether physicalor
electronic) must not be worked
on or left unattended where
unauthorised people may be
able toview oraccess them.
Assets may be worked onif
suitable controls are inplace
(e.g. privacy screens).

Printed assets must be printed
using secure printing tools.

Electronicassets must be
protected by appropriate Logical
Access Managementcontrols
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Share

Hard copy assetsmust be given
a visible informationlabel. The
label must be onthe title page
ataminimum.

Electronicassets must carryan
obvious informationlabel.
Assets must only be distributed
using systems, methods, or
Suppliers approved by the
organisation.

Assets must only be distributed
to people employed by, orunder
anappropriate contractual
obligation to, the organisation,
or as part of a clearly recognised
business need such as contract
negotiation.

Hard copy assetsmust carrya
visible informationlabel. The
label must be onthe title pageat
a minimum.

Envelopes containing hard copy
assets must carryavisible
informationlabel onthe front
Electronicassets must carryan
obvious informationlabel.
Electronic copies of multi-page
documents must carry a visible
information label onevery page.
Assets must only be distributed
using systems, methods, or
Suppliers approved by the
organisation.

Assets must only be distributed
to people employed by, orunder
anappropriate contractual
obligation to, the organisation,
or as part of a clearly recognised
business need such as contract
negotiation.

Assets must only be distributed
to people witha businessneed
toreceive them.

Assets must not be faxed unless
the sender has confirmed that
the recipients areready to
retrieve the asset.
Electronicassets must be
encrypted usinganapproved
cryptographic protection
mechanismwhenin transit
outside the internal network.

Hard copy assetsmust carrya
visible information label onevery
page.

Envelopes containing hard copy
assets must carryavisible
information label onthe front
andbe sealed witha tamper-
evident seal. They must be
placedinside an unlabelled
secondary envelope prior to
distribution.

Electronicassets must carryan
obvious informationlabel.
Electronic copies of multi-page
documents must carry a visible
informationlabel onevery page.
Assets must only be distributed
using systems, methods, or
Suppliers approved by the
organisation.

Assets must only be distributed
to people employed by, orunder
anappropriate contractual
obligation to, the organisation,
or as part of a clearly recognised
business needsuchas contract
negotiation.

Assets must only be distributed
to people specifically authorised
toreceive themby the
Information Asset Owner.
Assets must not be faxed.
Electronicassets must be
encrypted usinganapproved
cryptographic protection
mechanismwhenin transit
outside the internal network.
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A chain of custody for electronic
assets must be maintained.

Archive and
Dispose

Hard copy assetsmust be
disposed of using a confidential
waste service.

Copies of electronic assetsmust
also be deleted from system
“recycle bins” or similarfacilities
in a timely manner

Hard copy assetsmust be
disposed of using a confidential
waste service.

Copies of electronic assetsmust
also be deleted from system
“recycle bins” or similarfacilities
in a timely manner.

Hard copy assetsmust be
disposed of using a confidential
waste service.

Copies of electronic assetsmust
alsobe deleted fromsystem
“recycle bins” or similarfacilities
in a timely manner.

Media on which Secret
electronicassets havebeen
stored must be appropriately
sanitised priorto, or during,
disposal.
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